
13 email threat types
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On average, there is a cyberattack

every 39 seconds

95% of all cyber incidents are 

human-enabled

ResearchGate December 2018 Holistica – Journal of Business and Public Administration

Cybint News’ 15 Alarming Cyber Security Facts and Status
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Impact of email attacks on organizations 

$20B
Ransomware costs 

in 2021

43%
of organizations 

fell victim to spear 

phishing attacks

1 in7 
organizations 

experienced an 

account takeover
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Email threat trends



B
R

A
N

D
 -

C
o

n
te

n
t

Email attack complexity is increasing
Introducing the email threat taxonomy

Less complex More complex
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Business Email Compromise decoded 

1. Impersonation techniques

2. Sense of urgency 

3. From an authority / executive

High reputation senders   |   No links   |   No attachments 

Threat type

Business Email 

Compromise
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Service Impersonation decoded 

1. No malicious 

payload

2. Hosted on high 

reputation domain 

3. Unusual email address 

and landing page 

Threat type

Service 

Impersonation
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Account Takeover decoded

Infiltration Reconnaissance
Harvest  

credentials
Monetization

Threat type

Account Takeover

Compromised credentials through 

phishing attacks, malware or 

database breaches
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Infiltration Reconnaissance
Harvest  

credentials
Monetization

Account Takeover

Watch, learn, collect information. 
Compromise more accounts 

Threat type

Account 

Takeover

Compromised credentials through 

phishing attacks, malware or 

database breaches
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Infiltration Reconnaissance
Harvest  

credentials
Monetization

Account Takeover

Launch internal and external attacks: 
Distribute malware, commit wire fraud 

and conversation hijacking 

Threat type

Account Takeover

Watch, learn, collect information. 
Compromise more accounts 

Compromised credentials through 

phishing attacks, malware or 

database breaches
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Account Takeover: real-life example

1. Email from a 

trusted sender

2. Link does not point 

to Microsoft



B
R

A
N

D
 -

In
te

rt
it
le

Beating threats with the right protection
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Two forms of defense. You need both
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Spam/malware

Email

Gateway

InboxInternet

Legitimate Mail

Zero Day

Gateway based defenses work well for….
Spam, malware, data exfiltration
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Inbox based defenses work well for….
Remaining 10 threat types

Spear phishing
Scamming

Service 

Impersonation  

Blackmail

Business Email 

Compromise 

Domain 

Impersonation 

Lateral 

phishingAccount 

takeover
Conversation 

hijacking

URL phishing

Spam/malware

Internet

Legitimate Mail

Zero Day Inbox
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Gateway-based pros and cons
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Gateway defense: great for high volume attacks

Spam Malware Data Exfiltration

Gateway:

Blocked before it hits mail 

server or inbox

Gateway:

Signature matching and 

sandboxing 

Gateway:

DLP and encryption to 

protect sensitive data

API Inbox defense:

Can overwhelm the server and impact 

inbox performance 

API Inbox defense:

Large volume of malware can impact 

inbox performance 

API Inbox defense:

APIs can’t remediate lost data post 

delivery 



B
R

A
N

D
 -

C
o

n
te

n
t

Limits of gateway approach 

Reputation Filter    |    Content Filter    |    ATP    |    Granular rules & policies

How it works? Why not effective?

• Configure unlimited number of policies 

• Use LDAP 

• Focus on highly targeted employees 

• Not scalable solution

• Use of LDAP has limits    

• Does not take context into account 

Threat type

Business Email 

Compromise
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To: Lauren Crawl 

From: Matthew Johnson 

Subject: Quick request 

To: Lauren Crawl 

From: Johnson Matthew 

Subject: Quick request 

To: Lauren Crawl 

From: Matthew R. Johnson 

Subject: Quick request 

To: Lauren Crawl 

From: Matt Johnson 

Subject: Quick request 

✓

X

Threat type

Business Email 

Compromise

X

X

Impersonating Matthew Johnson
LDAP rules can miss 
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Deceptive language
Content filters can miss

To: Lauren Crawl 

From: Matthew Johnson 

Subject: Quick request 

… I need you to process a wire 

transfer?...

… funds transfer….

… money transfer….

… make a payment ….

… process invoice….

Threat type

Business Email 

Compromise

X

X

X

X

✓
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API-based pros and cons
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What is API-based Inbox Defense?

SEN
API

Historical data 

Internal data

InboxEmail
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Inbox defense technology evaluates many factors

multiple classifiers 
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Inbox defense technology finds unique patterns

Understands  abnormal behavior 

based on an identity graph

Gateways = 100s of rules for 1000s of 

individuals = not scalable
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Spam Malware Data Exfiltration

Gateway:

Blocked before it hits mail 

server or inbox

Gateway:

Signature matching and 

sandboxing 

Gateway:

DLP and encryption to 

protect sensitive data

API Inbox defense:

Can overwhelm the server and impact 

inbox performance 

API Inbox defense:

APIs can’t remediate lost data post 

delivery 

API defense: less effective for high volume attacks

API Inbox defense:

Large volume of malware can impact 

inbox performance 
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Strategies to improve your email 
protection 
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Read the eBook
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2. Educate your users on latest email threats

3. Automate & streamline incident response

Next steps
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• Identify gaps in your current email protection 

• Easy to set up

• Fast results 

Get started today



Multi-layered email protection

O365 | G Suite | Exchange

Inbound/Outbound

Security

Encryption and DLP for 

Secure Messaging
Archiving for ComplianceGateway Defense

AI-Based Spear Phishing Protection

DMARC to Prevent Brand Hijacking
Fraud Protection

Security Awareness TrainingHuman Firewall

Cloud BackupResiliency Email Continuity
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<<MSP PARTNER>>Email Protection Suite

Gateway Defense

Resiliency

API Inbox Defense

Awareness



Thank You


