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CyberArk Workforce ldentity

In this workshop we will configure Single Sign On (SSO) authentication, which allows users to access all ’
published applications with a single set of credentials. Then, we'll enable multi-factor authentication

(MFA) to add a layer of security control in verifying users' identity. Finally, we will review Workforce

Password Management (WPM) and browser extension to capture username/password fields on login

pages automatically.

CYBERARK

1. Start by signing up for a 30-day trial of CyberArk WORKFORCE IDENTITY FREE TRIAL ek o
Workforce Identity at this url: e
https://www.cyberark.com/try-buy/workforce- "
|dent|tV'tr|a|/ Try it yourself

2. Continue the process by confirming the code

received via email (check spam folder)

CYBERARK IDENTITY
FREE TRIAL REQUEST
CONFIRMATIO

it has been successfully created, Inst ion



https://www.cyberark.com/try-buy/workforce-identity-trial/

CyberArk Workforce ldentity

3. Once registration is complete, you will receive an additional email with instructions to access >
the Identity administrative portal. When entering for the first time, a password change will be
requested, you must comply with the established policy:

e CYBERARK Change Your Password

Mew Passward * (D)

Password Requirements: Must be at least 8 characters long. Must be less
than 64 characters long. Must include at least one digit. Must include at
least one upper case and one lower case letter, Cannot be the same as any
of the last 3 password(s).

Confirm Mew Passwoed

Welcome to CyberArk!

Congratulations and thank you for signing up! Your acccount has
been activated, and you are all set to start using CyberArk Identity.

D e o - 0gin to Admin Portal

4. Ingresar al Admin Portal:

Your account details are below.Please save them for your future reference
1 have not yer setup your Security Guestions. Click here 10 selup now D€
i "-'-“-:"fons ®(Ioucadmln
CyberArk Tenant URL: httos://2a04930.id.cyberark.cloud <—— T : ]
@ Q search Apps ( addnpps ) (@ )

Your Admin Username: cloudadmin g ‘CyberArk User Portal = i5f

Your temporary password: Z}g37{i\SPn
(You'll be asked to change this when you log in}

Admin Sortal

8

Customer ID: AAQ4930 Applications

Secured ltems
" @ Devices
Again, welcome to CyberArk!
CyberArk
A~ Activity
il @ Account
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Tenant Customization ’

1. In the Admin Portal, main menu, go to Settings | 2. In the Login submenu | Suffix, add a new suffix to the
Customization and customize to your liking the General Options environment. The value must be globally unique. Once the
(Colors, Portal Images) and Login (wallpaper and logo in login suffix is defined, for future authentications with the
view). In the User Name Hint Text at Login option, specify cloudadmin user we must add it, e.g. cloudadmin@kbcorp.biz
user@cybr.com (we will integrate the AD from our Skytap lab
into our Identity service) %% CYBERARK B
Account Customization N .. 2
e o S e : °:°H
H - et

Add Login Suffix

Enter a unique login suffix in the field below. The suffix will be validated to
ensure it is not already in use before being saved

Login suffix (what users type to login)

username @ kbcurp.hld ——
Login Customization ’ AdvarICEd
o Beyr com m | Cancel )

ad | [ CYDERARK Upload |
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Tenant Customization

3. For best practices, add a new tenant administrator from the
Core Services menu | Users | Add. The cloudadmin user will be
stored in a sealed envelope and no multi-factor policies will be
applied.

CybarArk Identity P
Admin Portal i

Ovgarizatien  Status Last Invite Last Login Sets

€3 Dashboards

ﬁ"} Core Services

B8 Apps & Widgers

4. In the new user creation form, be sure to add your corporate
email address and cell phone, so that you can then perform MFA
tests. Assign a password manually and disable the Require
Password change at next login option.

Create CyberArk Cloud Directory User Create CyberArk Cloud Directory User
Add users to your organization with CyberaArk Cloud Directory Add Users Lo yuuT oraniation with Cybenik oL Dinectany)
Account
Account Learn mens
- Mabi numoer
N i BT
Login name * Sifix —
demouser  <u— @ kboorphiz Sttt
randes@ryberark.com M—
Displayname
Envi Gate
Ususario Dema —
PFassword :Tlrn\
User photn
& =
Status Motifications
Rechrect muttl facior suchentication to a different user account
- Organization
Maneger
Unassigned
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Tenant Customization

5. To add the new user as a tenant administrator, go to Core 6. Go to Settings | Authentication | Security Questions and
Services | Roles and select the System Administrator role. Add add a security question that we will then ask for as part of our
the new account. users' registration.

Platfs 4 "
o Security Questions
Roles ile: Create adminicrator dafirad At QUASGNS £2 Incuss In Lear ecurty pohoies
| ——
| Q| - search AR Acles Cyberark Ideniity sar
Admin Portal L P —
Mame T Rale Type Cuestion ©
CyberArk iemote Access .. SEatic @) Dashboards o hrges
Cyberark Remote Access Static Ll QAT
€7 Dashboards & coreservices
Everybody static Lisers Other
£ coreServices WS Admin Static e RADIUS Connections
EERIC Duo Configuration
i WS suditar Seatic FIE T
fioles < — o
Systerm Adminisiraton Static Reuests
Policles Organizstions
Reports Add Security Question
B8 Apps & widgets - A
Requests Questicr
Crganizations = Back to Roles < > 6of6 =20 Whiat is your faverics color?
Wclgots
oo
H  Apps B Widgets Facd | Endpoints
System Administrator G o
7 3 e o, Downloads - =
The primary administrative role for the Admin Portal. Users in this role can delegate / Cancel |
{0} settings
Members
Resaiption Learn mare
— oo
Adminisirative § )
[ Add
Rights - /
Assigned Lagin Name Member
Applications

&  doudadmin@kbcorp.biz

&  demouser@kbcorp.biz User
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Tenant Customization

7. In Security Settings, review and enable the following options, 8. Authenticate to the portal with the newly created user. Note
finally click Save: that we have enabled the QR code on the authentication

. _ screen, and also text help for our end users of the cybr.com
Security Settings

Use these settings to define security related settings.

Learn more

Authentication Options

¥ Enable QR code based user identification on login screen ﬁ CY B E RA RK
o

¥ Enable anti-phishing security image (1)

//

Sacurely capture users passwords at login \

Enable forgot username self-service at login Slgn In
Send emall notification to users when password i5 changed h
Disahla the force authentication at the ldentity Provider for SAML login (D Scan QR Code with the CyberArk Identity app.

v Don't use certificates for authentication on Androld if prompt is required ®
8 * Email and SMS passcode length v

Additional Attributes for MFA (T

: i Add i
OR
Attribute Type
No attributes specified Enter your username {usuario@cybr.com)
R demouser@kbcorp.biz G
L
CAPTCHA Settings

~

2 * Number of consecutive falled login attempts allowed before showing a CAPTCHA (default Off)
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'LIL] CYBERARK Dashboards

Cyberark Identity

Tenant Customization et -

9. We have not yet applied multi-factor authentication policies or 10. In the User Portal, select Account | Authentication Factors
defined our answers, note that it only asks us for the password. and add a security question.

tatizns Cick BaRE 13 58045 ey b

(22 CYBERARK

Authentication Factors (B sl Deren

@ Cybarick User Portal - 35

Secured fems

evires

i 5 8 8

Actiity

®

< Start Over
Security Questions
Configure all ques anvd anmaers below o snat)
auiher Nate: arcswers must b

Authenticate to the Platform
demouser@kbcorp.biz

Quastion Angwer

Cual es mi cotor favorite?

A 4

Enter the password associated with your username

- % P
= <

Forgot your password?

Ll Keep mesigned in

Next

m A Caru )
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Tenant Customization

11. Finally we will create a URL to access the Tenant that is more friendly for our organization. In the Admin Portal, go to Settings >

Customization > Tenant URLs menu and select the Add Tenant URL button. Specify a unique name for your Tenant. The new URL may
be used by our end users to access the service:

Account

CYBERARK Tenant URLs (&) usuaria nemo
2 Actourt Custor Lise these sestings to define & Cybarark idestity IRL that |4 mare spedlic to your argan satian, /
- System Configuration [—
Cyberark Identity . sddTenancUAL | [ Add Cuscom Dom
Admin Partal e Login
Suffix Naeit Default URL
Tonant URL: <—
@ Dashboards 83g4930.d.cyberark.cloud
Other
& Core Services
Additional Atributes
% Apps & Widgets
[;]_'ll Endpoints ) ) . ) )
o Enter a name in the field below to create a tenant specific URL. The URL will be
b validated during save to ensure itis not already in use (note: please allow up
&, Downloads to 20 minutes for DNS replication).
@ Settings

Name (63 chagfiers max) ™

| kbcorp

Complete URL will be:
https://kbcorp.id.cyberark.cloud

.

Save : Cancel )
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> >

Installing the Identity Connector

1. We will install the Identity connector in our Skytap environment to 2. Open Chrome and authenticate to the Identity Admin
be able to integrate the Active Directory of the organization so that Portal with the newly created user (system administrator
our corporate users can take advantage of the features of role). Select the Downloads menu and download the
SSO/MFA/WPM/App Gateway. In Skytap, login to the DCO1 server CyberArk Identity Connector

using Mike’s credentials (Cyberarkl)

D.&Il;q CYBERARK CyberArk Identity Downloads
oy - Divandnad addaional safrware for estending Cyberask I0ermty Mo oL ewranment

@ Cyberark Identity
Admin Portal

CtrlAltDel EEHEN A& [ Jl
A

Qb bearen all downioa

ol

~ Browser Extensions

+ €L Tools
m Endpoints /

Apphicatian Servce
ok, Downioads
~ Connectors /

M
(7} oniine help bl

Note: In production environments, installing the connector on Domain Controllers is not recommended.
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Installing the Identity Connector

3. After downloading the file, unzip it and run the Connector installer.
Accept the terms of service, enable all options, and select the Install

option

Cyberluk [dentity Connector 23.3.213 Setup - x

CyberArk Welcome to the CyberArk |dentity
Identity Connector 233213 Installation Wizard

Cyberfrk |dentity Connector 23.3.213 Setup ==

Platform

End-User License Agreement
Please read the followng licerse agresmenl careluly

Cyberfrk [dentity Connector 23.3.213 Setup

CyberArk Identity Connector 213213 Setup
6 Selact how pou want tha lesture: ts be inskallad
CYBEH
{CYBE ) [
CYBERA PRODY  Clek theicens copn g sdentity Connector 23.3.213 Setup = b
IDENTI| THAT —
BELOY =2 Reody to Install CyberArk Identity Connecior
ACCER
DEFINI -
BEHAL
[ | acceg Click Insla ..-."“."u_“u L
instalation
b -
CyberArk Completed the Cyberark Identity
Location € Identity Connector 23.3.213 Installation Wizard
Platform
Click the Finsh bulton to exat the netallalion Wizard and start
Pleset i 'I the Connector Corfiguration \wizard
Apg i

CYBERARK
IDENTITY

I yois harve Ackve Daectosy Usens and Computers console
or Gioup Polcy Management Edior conscle iunning, plaase
close and reopen & to load the Cybedsk Identity Connector
edenion

[ Frith I

4. In the Configuration Wizard, specify the newly created
admin user, we need to get 4 successes and then verify the
successful completion of the install.

» 1
€ Connector Canfiguration Wizerd % & Connector Configuration Wizard X |
Connection Test |
Cybe ' . — er :
y € Connectar Configurstion Wizard ) Plaace wait wiils the network ensironment i vabdated !
Cyberark Identity Connector Configuration 0 Sutces pelwak emaorment waidision hat compieted
Enker the Connector Administrator Credentials
ApES and ¥ Catiicat = . .
Pleaze enter the administraton user name and password bo regisher the Conmector. % HiTPs ol € Connectar Corfiguration Wisrd
Airen Liser Name:  demousen@ikbeom biz > Web Proo
" e 5 ¥ Tive Sl Connector setup is complete
Audirr N I -
l & Connector Configurstion Wizsrd = ldentit y
" Platform The Connechor & now able to communscshe wit
P Web Prosy Configuration Flatiom
" ext G Access I
DI Enber web praviy configuration. AN 0] E BT UCHSE I codet o log inke Cybeuhk Idarkity Admin Pod,
1 Dieeciony user, you must finet seagn that user (o
& Connectar Canfiguration Wizard b4 Dieciony Gioup| bo an Cybesiik, |dentiy R ole w
[ Usea = addminishiative nghts
Setup Properties Page e “Tiou can manage iole astgrment fom the Roke
i : : A Admin Portal
#ckivabe the Idaptive property pages in all Active Directory
sdrminikr atian seraans,
Toshowth & Connector Confiqurabon Wizard P CY?ERARK
adminishrati IDENTITY
Active Dwe L
ok e dacd Connector Configuration
Assign connector permission for user delete ackwities. 4
You need E " Finith
L] Activait The connector needs: 1ead pamizsion to the Deleted Objects container o manags Achive
Declony user delste activibes.
Pleass select the monitored domainz and specilp the credertial for pemiasion sz sigrment.
Deman Credenbal
|8 Cy¥BR.COM [Uzs corent credankal]
Idaptive
T assign permissions to Connector, st need to be owners of the
et Dieleted Objects comumer. Do youwant t thange the container

wamerihip?
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Installing the Identity Connector

5. In the CyberArk Connector Configuration window, verify the time 6. In the Admin Portal, go to Settings | Network | CyberArk
of the last connection, server name, and customer ID. Review the Identity Connectors and verify that the connector is listed as
options available on the Connector tab. Active. Review the services that are enabled by default.
€ CyberArk Connector Configuration - X & CyberArk Connector Configuration - X \m.u h CyberArk Identity Connectors
Status  Connectar Status Corrector e et T — —
Server name: |DCO1 This Connector is registered to Customer 1D Re-tagister... e T Rt P, e [, e : R /
: AAD4930, - = Se Sl LSS o
Customer ID: | AAQ4930 Eriatis thing anciwpbion piotocols Gugarieminrs
Connector is started. Ot et Son 8 Al.[?_,?’wm
Connection to CyberArk [dentity Allow support to access local Connector Iogs View Log Wi
Last connection ime: 107872022 1:56.06 PM Soltings update ntervat @ Enosine
Last connection result,  Successhul Defines melrewerll.lyll"nsl:mnacta updates its settings from & Downleads
|dentity Platform.
i-‘l 0 minutes @ f“"""-“
Active Directory user verificabion mtervat %
Defines how frequently this Connector verifies the Active Directory
uset account |f the Active Directon user i dizabled of removed, any e
erdolled devices are unenrolled
[10 | minutes
Enable auto-update Sehedils.

IWA Service: Integrated Windows Authentication, allows users already
authenticated on their workstations to access the Identity portal automatically
without the need for re-autenticate.

App Gateway: Access internal web applications from the SSO portal without
e = About Cose the need to connect via a VPN

[7] Use a'web proxy server for Identity Platform connection

%" This software is up to date,
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Creating Roles and Policies

Policy-based access control, also known as Attribute-based Access Control (ABAC) is a strategy for
managing user access to one or more systems, where users' business roles are combined with policies
to determine the access and privileges that users in each role must have. The Default Policy is the
policy that is configured by default in our tenant. In this lab we will create a new policy that will be

assigned to users of the CYBR.COM domain.

1. Inthe Admin Portal, go to Core Services | Roles.
We will create a new role for users in our
organization's Active Directory.

2. On the Description menu, specify a name for the
new role, and under Members, add the Domain
Users group of the active directory CYBR.COM

% CYBERARK

CyberArk identity e
drrn Portal

€ Dashboards

Core Services

Py
o /
Fehoes

"

minisratie rgh.

Add Role

Description

Administrative
Rights Usuarios CYHR

Add Role

Members

Group
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>

Creating Roles and Policies

3. In the Admin Portal, go to Core Services | Policies 4. In the Policy Settings menu, specify a name for
and review the properties of the Default Policy. the new policy and assign it to the newly created
Then, add a new policy. role:

Add Policy Set

/ Policy Settings
% cYBERARK [ Qs i

T Dvag pebicy vet 45 spacdy orther, The ighest grionity s e 10p, () Add Pallcy Sez Puah Paicy
CYER Poll
Policy Settings _YBR Policy

Application Policles
Endpeint Policles

* Authentication Policies
User Security Pallcles

Users
REports Third Party Integration

Summary

28 Appra widsets
[ Add )

Mame

Usuarios CYBR
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Creating Roles and Policies

6. Go to Endpoint policies | Common Settings |
Mobile Settings | Security Settings, enable the

5. Go to Application Policies | User Settings and following options:

enable the following options:

CYBR Policy
Add Policy Set
Security Settings
Q| Seert
Yol
User Settings Palicy Settings
o
Q Searct Apglication Policies
Yes = Allew users 10 add personal apps () <u— End

Policy Settings Deviee Mars, eatin b 0 —

*  Allow users 1o customize user added apps (L)
Application Policies o tTings:

¥ Name ¥ Desuiption mman S eting:

User Settings ¥ Logo v Ul
Monile Sedin,
Application Restrictions *  Allow users to view/copy personal passwords (U Common
Endpoint Policies 50 Clear clipboard after the configured time (in seconds) =
Authentication Policies
Yes ~  Enable Browser Extension Land & Catch (1) <m—

User Security Policies . . . . .

= | Enable WS-Trust protocol Show Mobile Authenticator by Default: show the mobile authenticator in the
Third Party Integration i

’ v Enforce application challenge with WS- Trust (U Identlty app (OATH OTP)

Summary

Require Biometric authentication for Passcodes and QR code authenticator:

L use biometric scanning to access passcodes or QR code scans for authentication.
Allow users to add personal apps: Allow the end user to add new applications to 8 P

his/her Single Sign On (SSO) portal

Enable Browser Extension Land & Catch: Option to use the browser extension to
capture username/password when authenticating to web pages
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>

Creating Roles and Policies

7. We will now secure user console access with MFA. 8. Expand Default Profile (used if no conditions
Expand Authentication Policies | CyberArk Identity matched), and select the Add New Profile option:
and enable Enable Authentication Policy Controls:

Default Profile (used if no conditions matched) *

CYBR Policy
v [ —
X Default Other Login Profile

Authentication Policy for CyberArk identity Default Password Reset Profile
pies 10 all web logins to CyberArk identity, ncluding the Admin an

Q = - Not Allowed -

Policy Set y-.z_ e "‘l‘l"%h

A Hours untl| session expires (default 12)
¥ ) $ Drag nis to specity erder, The highest priarity is on tof

Condition Authentication Profile

Account Linking
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Creating Roles and Policies

Authentication Profile

9. The authentication profile is where the required e ey . ana

authentication mechanisms are defined, such as Multiple Authentication Mechanisms
password, email confirmation code, mobile il

authenticator, etc. Define a name for the policy and i

enable the following options:

Text message (SMS) confirmation code
Emall confirmation code

QR Code

FIDO2 Authenticator(s) (single-factor)

First challenge: Password

Something you are

FIDO2 Authenticator(s) (multi-factor)

Second challenge: none (we will show the behavior : m/
when enabling second challenges later)

Other Other

3rd Party RADIUS Authentication 3rd Party RADIUS Authentication
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>

10. Now we will enable the possibility that our users can 11. Specify a name for the new policy, and enable
reset their password in case they forget it. Still in the only the following mechanisms in the first challenge
policy properties, go to User Security Policies | Self column:

Service, enable Enable Account Self Service Controls

and create a new authentication profile: Authentication Profile

Profile Mame ¥

Password Reset Auth Profile _ MiniTium AAL ®AALT  Maximum AAL @ AALT

Multiple Authentication Mechanisms

Creating Roles and Policies

CYBR Policy

Status: Active

Self Service

Application Policies Password Reset

SO S it
A i ticarars) {multi-lactor) FID0R Authenticawor s) |rmuti-facior)
Orh 2ity coon U .
i o knaw amedhin now
7 Use sword reset Y,
Passmor nenticasion Profile ™ ¥ Saeurity Jens) Securty Quesstafs)
o | Numiner o Ligar MUt ansunr
Password Settings CYER Auth Profile
Defauir Onher Login Prafie Dther Dithar
OATHOTP " s¢d Re:
Padaukk Password Reset Profile Ard Harty RADOIS Auchentication ard ¥arty RADHIS Authentication
«~ Not Allowed -
RAD|US
J5er Aot et
Cance!

ncid Mew Profiie
Account Unlock
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Creating Roles and Policies

12. We will also allow our users to integrate with an
OATH OTP (ldentity Authenticator / Google
Authenticator / MS Authenticator, etc). Go to User
Security Policies | OATH OTP, and enable Allow OATH
OTP Integration:

CYBR Policy

Status: Active

OATH OTP /
Q search

«  Allow DATH OT? Integratian
Policy Settings
Application Policies
Endpeint Policies
Authentication Polices
User Security Policies

Self Service

>

13. Expand Endpoint Policies | Device Enroliment
Settings and enable Permit device Enrollment. Finally
save (click on SAVE button) the policy that will apply to
the users of the CYBR domain.

lies € » 1af2

s CYBERARK

CYBR Policy

CyberArk Identicy e -
Admin Portal UL &
Device Enrollment Settings
@) pasnoares e
Palicy Settings o
rf:‘(‘. Core Services ~ = Cusiomizs usar po al Acd esoptions L
pplicaty Pal
LUsars
redpaint Palii
Device Mar |lSu'.imia/
fi Diwyica Erre Suttings
T temz)
g
i

90 Apps & Widgets
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CyberArk Identity Mobile App

1. Login to the User Portal with john@cybr.com 2. Go to the Devices menu:
(Cyberarkl) — https://xxxxxxxx.id.cyberark.cloud

% CYBERARK (% CYBERARK'

Sign In

Scan QR Code with the CyberArk Identity app. Add a Device

< Start Over

Authenticate to the Platform
Jjohn@cybr.com



https://xxxxxx.id.cyberark.cloud/
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>

CyberArk Identity Mobile App

3. Download the CyberArk Identity app on your phone. 4. Complete the registration process with user John (note
Once installed, run the app and select the Enroll with that the username field is populated by default). Once the
QR option. Scan the QR code displayed in the User new device is registered, it will appear in the list:

Portal.

(%% CYBERARK % CYBERARK (%% CYBERARK [Té?; CYBERARK
il Devices
“ £ eessssces ‘ ’A.”L % B :!‘“
& e i
GEEETED S e

o
=
©
£
2
8
&3
g
2
=
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CyberArk Identity Mobile App

5. Go to Account | Authentication Factors and add a
security question:

el Authentication Factors

sssssss =3 Learn mare

Per al Pr

Owganizatior W dit
a Applications

o] E | < —
Secured Item
07} oevices DATH OTP Client
Ceanfiguins yirir OATH CTR Clians spp fo & utherill caoe 1o Cybserk idantiny

A~ Activity
B Acc

>

6. In the OATH OTP Client option, click Show QR Code
and register your favorite OATH OTP client application
(MS Authenticator, Google Authenticator, etc.)

OATH OTP Client

Passcodes

uuuuuuuuuuuuu
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CyberArk Identity Mobile App

7. We will modify the authentication policy to add new
mechanisms in the second challenge. In the Admin Portal,
select Settings | Authentication | Authentication Profiles
and edit the profile we created for users in the CYBR
domain:

Authentication Profiles
1 e mm———. o155 0 < wte sushernicarlar profies

CyherArk ldentity
Admin Portal

C?j Dashboards

& Coresenices

Lisers Other
Tickes g
Felicies —
Reponts

Requesis

Organizations

B8 Apps &Widgets

Wb Apps
Widkzees
m Endpaints
¥, Donnloads
P
=4

>

8. Add the following mechanisms in the Challenge 2

column:

Authentication Profile

Profile Name *

CYBR Auth Profile

Multiple Authentication Mechanisms

Challenge 1

Something you have

Mobile Authenticator

FIDO2 Authenticator(s) (single-factor)

Something you are

FIDO2 Authenticator(s) (multi-factor)
Something you know
v Password

Security Question{s)

1 = Number of questions user must answer

Other

3rd Party RADIUS Authentication

Minimum AAL: @ AALY Maximum AAL: @ @ AAL2

Challenge 2 {optional)

Something you have

¥ Mobile Authenticator <uu—
Phone

E ode
v QR Code—

FIDO2 Authenticator(s) (single-factar)

Something you are

FIDO2 Authenticator{s) (multi-factor)

Something you know

\\\\\\\\\

Other

3ed Party RADIUS Authentication
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Multifactor Authentication ’

9. Authenticate to the User Portal with User 10. Try password and Mobile Authenticator. This will send
john@cybr.com. Note that the first challenge is the a push to the mobile device Identity App:
password, and then we must select some mechanism as

the second challenge. The list is updated depending on the
mechanisms that we have available according to the
registrations made in previous steps.

9:21 AM

Notifications

1) Login Request from
admin_mike@bigmikegolf.club

@ cvesranc  cvoerark

Sugar Land, TX, United States

Signin

Scan QR Code with the Cyberirk Identity app. Touch ID for “Idaptive”

5 Use your Fingerprint to continue
C Start Ower :

Authenticate to the Platform Cancel

johndcybr.com

OR
E‘| Password
Enter your usermame (usuario@cybr.com) Chaose authenticatian method
p\ |ohn@cybrcam Mobile Authenticator

Mobile Authenticator
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Multifactor Authentication

11. Now try with password and OATH OTP code

<k . :
(& CYBERARK i CYBERARK
< Start Over £ Start Over
Authenticate to the Platform Provide a code
John@cybr.com john@cybr.com

Enter Verification Code

52 dutnentication method
CATH OTP Client  <— - () wevmnennn
Continue with OATH OTP Client Authenticator Authenticate

>

12. Now let's try a Passwordless authentication,
authenticating with only QR code. Let's edit the
authentication policy again in the Admin Portal, Settings |
Authentication by selecting the policy for the CYBR
domain. Enable QR Code under the Single Authentication

Mechanism section:

Authentication Profile
Challenge 1

Othes Orher

3rd Party RADNUS Authentication 3rd Party RADILIS Authenticanon

Single Authentication Mechanism &
¥ G Coi: < —
challenge Pass Through Duragen (D

30 minutes -

ﬂ' Cancel )
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Multifactor Authentication

13. Now try to authenticate by simply scanning the QR
code using the CyberArk Identity app:

(&% CYBERARK

Sign In

Scan QR Code with the CyberArk Identity app.
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Application Management — SAML ’

The CyberArk Identity App Catalog contains thousands of integrations available. Administrators can provide SSO access
to on-premises, cloud, and mobile applications. Once applications are configured, end users can authenticate to

Identity and run any of your web applications without needing to re-enter their credentials. The following basic use
cases show how to configure SAML, bookmark, and user/password applications.

1. Authenticate to the Admin Portal and navigate to the
Apps & Widgets menu | Web Apps. Add a new Web App.
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Application Management - SAML

2. In the Add Web Apps window, on the Custom tab, 3. In the Settings section, name the SAML app and add a
add SAML: custom logo image if you like.

:: Add Web Apps -
cussom 4—.— Add Web App ' SAML

Select onw o e templates to Atk 4 custom Ehihid Seriie m m Type: Web - SAML + Provisioning Status: Ready to Deploy
SAML

weets ap pheation,
Settings
OpentD Connect m Seltings "

O, us i g AR to add s Fassword
Appliemtiang auinemationiy

Description Learn more
This template enal

Y
i - € a weh application
sAML 1 m Markup Languag
Permissions
.

Trust

5 Description
thentication. SAML Response

Customize Mame and Description for each language (0

Hame ™
User-Passward m Palicy
MiPrueba de 5aML 4_

Acesunt Mapping

o s ription
R m Da you want to add this application? Linkeel Applications Bescridlor
This template erables you to prowide single sign-on 1o a web
/ ; Prowisian ing i L £ f m i Liaged f
Yes L Ne ) Application that uses SAML (Secunty Assertion Markup Languzge) for
Close | . i App Gateway au
Workflow
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Secure Web Dther
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Loge
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Application Management - SAML ’

4. In the Trust > Identity Provider Configuration > 5. In a new Chrome Browser tab, navigate to
Metadata section, select the Download Metadata File https://sptest.iamshowcase.com/index#start then
option

select Instructions and then IDP initiated SSO

Mi Prueba de SAML

Type: Web - SAML + Provisioning  Status: Ready to Deploy Rppcatin Canfigwatisn oy m
SAML Test Service Provider @@ @ Whatdoesthissie do? (@ Instructions = (& Protected Page 37 AuthMAeguest Wizsrd
Trust
), Loarn more h d h 3 d
e R— <+—¥/hat does this site do?
SAML Respane Wentty Novider Configration =3P neisted 59 dering why yau would use this site, here are some of the
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wtadata
vty 0 ) o
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6. Click on Download Metadata. This will load our 7. We need the URL of our metadata found in the
metadata in a new browser tab. address bar of the browser. Copy the URL into memory.
—_
Setting up IDP initiated SSO )
SOl @ sptest.iamshowcase.com/testsp_metadata.xml <—

To get IDP init 3 g, please down 2 SP metadata from here and
bort into your IDP.
0 need to specify a RelayState inside your IDP configuration - after a successfu
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8. Go back to the Admin Portal, we will add the URL in the 9. On the Permissions menu, click Add and add John's
SAML Service Provider settings. In the properties of our account:

SAML App, select the Trust menu in the Service Provider )

Configuration section, under Metadata, paste the URL from e~ P —
the previous step, and then click Load. This will popularize o i

the XML portion of the metadata section:

it Brom

Service Provider Configuration s
Workdlw & EInECYERIOM
Select the configuration method specified by Service Pravider, and then follow the nstructions R \
oot Wt
Seasians

* Metagata Metadata

Manual Configuration
Use one of the following methods to import SP Metadata given by your Service Provider,

URL https://sptest.lamshowcase.com/testsp_metadata.xm ( Load 1‘_

Fle ™ Choose File )

XML <?xml version="1,0" encoding="UTF-8"?><md:EntityDescriptor
xmins "urn:oasis:names:tc:SAML:2.0:m ata"
xmins: /Iwww.W3.0rg/200 dsig# D

entityl MShowcase" validUntil="2025-12-09T09:13:31,006Z">
<md:SP550Descriptor AuthnRequestsSigned="false"
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10. Authenticate with John in the User Portal and run the 11. Clicking on the SAML App will open the RSA SAML
new SAML App. If the app does not appear, select the Reload test application, indicating successful federation for user
Rights option by clicking on the menu for user John (upper John:

right corner)

s

Hello John@CYBR.COM +—

U
— You successfully federated into this demo site!

Below you'll find additional information about the SAML assertion that brought you here.
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1. Use Bookmark-type applications when you want to 2. Add the URL:

provide a link to the URL of a web application. This link does https://www.cyberark.com/resources/blog
not provide any authentication mechanism. In the Admin

Portal, in the Apps & Widgets menu, add a new Web App of

type Bookmark: [T) Bookmark

Type: Web - Bookmark Status: Not Configured

Application Settings
Application Settings

* D
Description i W

't httpsy/fwww.cyberark.com/resources/blo; G
Permissions P cyo 8

Policy
App Gateway
Workflow
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Application Management - Bookmark

3. In the Description menu, specify a name for the new app: 4. On the Permissions menu, add John's account:
CyberArk Blog. Change the logo if desired.

m Bookmark m Bookmark

Type:Web - Boekmark Status: Met Configured
Type: Web - Bookmark Status: Not Configured

Permissions
Application Sattings Gl
Description Desr
Application Settings R ok Sermistions add )
o Poticy = :
DFS(' ‘pnon ~ Mame Grant Wiew Mar\ase Delete RAun Nummancnlly D... Starts
Customize Name and Description for each language (U App Gateway
Permissions Warkflow L aerointegr
Application Name * et
Policy Changelog 2
CyberArk Blop — Secure Weh
Sessions 2=
App Gateway
Application Description L John@CYBR.COM —— o v
Workflow
This template enables you to provide a link to the URL of an application
Changelog or website. Bookmarks do not provide an authentication mechanism.
Secure Web
Sessions

Category *

Other

Logo

~ e
m w Browse —
tecommended image size is 180 x 180
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Application Management - Bookmark

5. Authenticate to the User Portal as John and run the newly created App:

CYBERARK Wy ek v Products v Solsions v SOndces ESuppon v Try&Buy v Q@

Applications

Al Apps Q Search Apps

@ CyberArk User Portal

berfrk Bl . . o - This Cybersecurity
Applications Giecukulcg: W P;::‘La w ¥ MANAGEMEN Awareness Month, Set Your
) AGAIN Identity Security Strategy

to Master Cyber
Fundamentals

e =B

Secured Iterns
VIEW THE REPORT

You've Enabled MFA — Great! This Cybersecurity Awareness Re t
@ Devices Month, Focus on How and Where It's Used
Je ago, the Inte vas b
A Activity |
el
B Account !

5 Defense-in-Depth Layers
for Enabling Secure Access

Elog

Trust Issues Podcast
Playback: Udi Mokady on
Identity Security’s Impact

Read Article = 2ad Blog=e Roat Article =



CyberArk Workforce ldentity

Application Management — User/Password App ’

1. In the User Portal, click the Add Apps button to add a new 2. In the catalog, find and add the LinkedIn app:
application from the CyberArk Catalog.

< . . 5 Joha Search
L:.%‘-‘%:J [ dz1="7 ;{4 Applications \ .

- ¥ Al Apps Q, search appe '. Add Apps ‘.; (o ¥ Search catalog by app rame

Q. inked
@ CyberArk User Partal
m P
Cyberfrk Blog M P.'ll de
SAML

.......
B8 applications ~ PIEPEEREMEEREE o e
aaaaaaaaaaaaa
@ Secured Items
G vevess

aaaaaaaaaaa

Finance
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Application Management — User/Password App

3. In the application properties, specify the following Application Settings
options: ] ) LinkedIn
Add Tags: SOC|aI Med|a :I;}::ln |:.3 firﬂ_::;m:f[ki”gMhme for people in
Enable the Auto-Login at site option
SpeCify the username URL * https:/www.linkedin.com/uas/login?goback=4trk...
Specify your password

. . Add Tags Soclal Media —
Click in Save

w log i) ——

¥ User Identity

User name: brandes@gmail.corm <C—

Fasswor d: ‘ srrssssssnsanne —— (0]

Y g T,
/ \

m ([ Cancel ) Delete this app?
py -
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4. Run the LinkedIn app from the SSO portal. This will prompt for installation of the browser extension, click Install, Download and
then add it in Chrome. The browser extension is an addon required for SSO to certain web applications. The extension is required by
any application that has a puzzle piece icon in the user portal.

125 CYBERARK
(& icati This application requires a
CASGITN T Applications bt
x Ml Apps « QU searchapps Extension

Press the Install button 10 install it

m infll R E— 7 @ Starta post
inkedin i Prued )

& Photo B Vvideo %] Audio event B Write article

@ CyberArk User Portal

Applications

©

Secured [tems

Karsten Brandes Sort by: Top v
@ e CyberArk !den"'y Browser Ext... ~ Lead f":'|nl'|ﬁ".i|lu'u- ns Engineer at
Auitnematicslly bog in to sites that requine 3 usamame and password
A Activity
Instructions
@ Account 1 Chiome will ask for permission to add CyberArk Idarity Browss
Extansion. Click Add extensban,

Node: B
-

3. Click the download button balow e bagin the installziion

¥ ; ——
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1. Apps can also be added to the User Portal using the Land&Catch feature of the browser extension. This feature detects
when you enter credentials on a web page and then adds the site to your user portal. Land & Catch must be enabled by
your system administrator and then enabled on your computer. In your browser, click on the Identity extension and
verify that the Enable Land&Catch on this computer option is enabled.

mﬁc*(

Settings

o John

Open apps in a new browser tab ( @

- 00
8 _ -
Enable Land&Catch on this computer ( & 4—_—,; ) (&
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2. In your browser, enter the web application you want to add to the User Portal and authenticate with your own credentials. The
browser extension will detect this action and will add the site to the User Portal. In this example, I'll use the Udemy app. Once the new
application is added, try to login through the User Portal, notice that the credentials are injected automatically:

Log in to your Udemy account

0 Continue with Facebook

[a4:1==7 ;'@ /Pplications

X All Apps < Q, SearchApps
{5 Continue with Google Add this site to your User Portal?
@ CyberArk User Portal
= Udemy - brandes More "
@ Continue with Apple m m ey
Add a description..
CyberArk Blog Linkedin Mi Prueba de Udemy -
& brandes@gmail.com B8 Appacaions SAML brandes
8]} secured lterns
8 e | P Uload
m @ Devices
or Forgot Password N @ Account *e

Please wait while you are signed in.

Don't have an account? Sign up

Log in with your organization
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1. Infinite Apps is a browser extension feature that simplifies the creation of username/password applications that are not available in
the catalog. Infinite Apps captures the username and password fields of the web application and adds the application to the Web Apps
page of the Admin Portal, from where you can configure additional options, add authentication mechanisms and deploy the app to
user portals and mobile devices. Infinite Apps is available for Firefox browsers only. On the CLIENTO1 workstation, locate the Firefox
installer and run it with the CYBR\Mike account:

»4 Firefox Installer.exe
App

Search the web

O firefox download - See web result

£ firefox browser

efox download for windows 10

! firefox moxzilla

irefox for windows 10

Run

as

You may not have the necessary pemissions to use all the
BTN features of the program you are about to run. You may run this
: program as a dfferent user or continue to run the program as the
curent user

(O Curment user (CYBR John)

(®) Run the program as the following user

Llser name i-cybr'-m|ke

Password: |sesssssss |

ToNom O OrAvee EmIV R B 2R

2

Bring it all with you
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2. In Firefox, authenticate to the Admin Portal and then 3. Add the extension:
enter the Downloads menu to download the browser
extension:

) ADD-ONS zome

C

D-j% CYBERARK CyberArk Identity Downloads @ vsuario|

mload additional software for extending CyberArk Identity into your emdronment CyberArk |dent]ty Browser EXtenSIon
[Q [: by CyberArk Software Ltd
CyberArk Identity ¢
@ Admin Portal = a :::::: 0N 1 NEt actiwaly Montored for security by Mozits. Make Sure you st it atore
Name Service version <
Lasr o
- ~ Agents The CyberArk Identity B s0cUre your
@ Dashbaards passwords and seamias d per wps
:: Windowes Cloud Agert Endeoint Service: () % Download
& Core Services - ‘
ll-;-r E
- - -] indowes Devies Trust o i : : .
% Apps & Widgets | Wend C Add CyberArk Identity Browser Extension? This extansion will € CyberArk Identity Browser Extension was added.
Web Apps v B ki have permission to: :::::;e your add-ons and themes through the spplication
Widgets - i e i e = Access your data for all websites Allow this extension to run in Private Windows
. . P e i : / e Input data to the clipboard
@ Endpoints e E ) e B « Access browser tabs Qlay
Firafo Application Services 210218 Dawniosd
\ Learn more -
®, Downloads t MicrazahtEdge Applicatian Seryices 2210218 % Dewnload
Add Cancel

{@} Settings

Customization * CLITools
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4. Authenticate to the browser extension: 5. In Firefox, go to a web application that you want to
capture, in this example, | will use Github:

¢ @
¥ CYBERARK ' ()
& o
\ Signin @ = [-..,....
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Application Management — Infinite Apps ’

6. In the browser extension, click Settings — Advanced and 7. The fields will be captured automatically. In the
then click the Capture button: wizard, specify that no additional values are required
- and leave the other options by default. Add the
O & github.com P e 6=
i . application to the Admin Portal.
e wir il Q

Sign in to GitHub

pod0.daptive.app j;// /

Sign in to GitHub

i St Enable diagnostics log [ ] @
Username or email address
Password Forgat password /
sign Out (©)
SitHut

c App Capture Utility X

App Capture

App Capture has automatically discovered the username and
passw | this app. If the selec s

lick N

To select each login field individually, dick Manual
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8. In the Admin Portal, in the Apps & Widgets menu | Web 9. In the Permissions menu, add John:
Apps, note that the GitHub app was added, select it to edit
its properties:

” ame GitHub
e Web Apps
25 CYBERARK PP T
~ T~ & Q Type: Web - User Password Status: Ready to Deploy
Permissions
ams 4 Type Lem
M ek Wik -
{53 B CyberArk Remots Access eb-SAML  RemoleAccessisaCjberAtkcompon.  Deployed  Permissions [ pgg )
Dashhoards
- ;M-A-Mu—-s. Vet HiA Grant View ag¢  Delste  Aun  Automaticall ¥ D, Starts
4 . _ Account Mapping
& Core Sanvices X Giit st e T
Adhvay - R L
4 ) Wi Prusba de SAML
B2 sppss wﬂy % B Prusba de Vi App 3 z
ek o & UserPatal Wb Poctal Wor
gEis o e - /
& HRLCOM
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10. In the Policy menu, we'll add an additional authentication 11. Specify GitHub as the name for the profile, and
mechanism to verify the user's identity every time they try to enable OATH OTP Client and Security Questions as
log in to the github portal. In the Default Profile section, authentication mechanisms in the first challenge:
select the Add New Profile option: waiiesdsmioapiis

awe GitHub /

Application Management — Infinite Apps

Type: Web - User Password Status: Deployed . o
Multiple Authentication Mechanisms
Policy
Application Settings G faas's

Description
Application Challenge Rules

f’e'rmssmn/ . 8
= ( AddRule ) | 8 Oragrule to specify order. The highest priority Is on top

olicy
Account Mapping Condition
Advanced
App Gateway
Workflow

Changelog

Secure Web Default Profile (used If no conditons matched)
Sessions

Abways Allowed

m s
CYBR Auth Profite
gnored) .
Default Other Login Profile Other ther
Ard Parly RADIUS Authentication 3rd Party RADIUS Authenticatian

Default Password Reset Profile

Password Reset Auth Prafile

« Always Allowed -
- Not Allowed - / "
Add Newr Profile - . 3
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12. Go to the Account Mapping menu, select the All Users 13. In the User Portal, authenticated with John, go to
share one name option, and add the username/password for the Github portal. Note that John does not have access
the GitHub portal. Note that a single set of credentials could to credentials, we have only published the app on his
be shared by an entire development team. Finally click on SSO portal.
Save:

GitHub G|tHUb © jon

Type: Web - User Password Status: Deployed \amen L8

Account Mapping ey
Application Settings 7 =
Learn more FQ Applications bersrk B tHub Linkedi :3—?.:2:;

Description

Barrideing U'“—‘i.w”r'.f’frwce Field All users share one name B) secureditems

Policy Prr:Jr:\::f:r]TJrf.;f:::r: " All users share the following user name @ Devices

P / Account Mapping Script User name ¥ / A= Activity

brandes@gmail.com

Advariced @& Account

App Gateway Password ™ (/

workflow | o mme | © |

Changelog Allow users to view credentials

Secure Web

Sessions
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14. Note that when you have configured MFA, an additional authentication method is requested, select OATH OTP
Client and then specify the verification code obtained from your OATH client app. If the code is correct, the portal will
open and the browser extension will inject the credentials into the GitHub portal:

Application Management — Infinite Apps

%% CYBERARK 4 CYBERARK

i A 5! A Racent Repesitatica B

rbransestyte

& Crait Chin Foecent aciivit
> Start Over o
< Start Over o

Additional authentication required to Provide a code

2 2 3 e John@CYBR.COM
continue with this action.
John@CYBR.COM

Enter Verlf:r_atiCMylE
Choose authentication meth u:/ Enter code

OATH OTP Client . 8

Continue with OATH OTP Client Authenticator Authenticate
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1. The Identity connector provides an Application Gateway functionality that allows end users to remotely access
VPN-free web applications that are available on the organization's internal network. In this example, we'll add the IIS
Web portal (https://compO01.cybr.com).

Application Management — Application Gateway

v - a X

&« C & compOlcybrcom 2 # € » 0 ‘ 3

Internet Information Services

BienVenue Tervetuloa
£»-= Benvenuto
- ‘.’ BISRVERIOHOSOEEINES 0'xan oo

A
KoAtC

Vitegt=. Oploorie ‘ SR oxanosare [LidVGZOlGK
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2. In the Admin Portal, add a new Web App from the Apps 3. In the Add Web Apps window, on the Custom tab, add
& Widgets menu | Web Apps: an app of type Bookmark:
=E Add Web Apps
[ CYBERARK Whiin n_/ ik /
& m“ -m / t_3 : i ,,,,,,, cations autom

00000
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4. In the Application Settings menu, add the URL 5. On the Description menu, specify a new name for the
https://comp01.cybr.com: app:

m Bookmark m Bookmark

Type: Web - Bookmark Status: Not Configured Type: Web - Bookmark Status: Not Configured
Application Settings _ _ Description
Application Settings APP"faT'OﬂW et
Description UL * @ Description -
Custemize Name and Description for each language (U
Parrnissiais https://comp01.cybr.com Permissions
Application Mame ™ /
% Policy
Policy | Prueba AppGateway
App Gateway
App Gateway Application Description
Workflow
Workflow This template enables you to provide a link to the URL of an application
Changelog or website. Bookmarks do not provide an authentication mechanism.
Changelog
Secure Web
Secure Web Sessions

Sessions
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6. On the Permissions menu, add John's account: 7. From the App Gateway menu, enable the Make this app
available via the internet option, and select the Use this Idaptive
generated external URL.... option. Then click on Test Connection:

(*) Bookmark

Type: Web - Bookmark Status: Not Configured

(1] Prueba AppGateway

Permissions

Application Settings g Type: Web - Bookmark Status: Deployed
Deseription /

Fermissions f

Palicy

— App Gateway
J‘\pp| canon ‘|f.‘!'7|l’!s" b s
Name Grant View Manage Delete Run Autamatical iy D_. Starts Description = /
uuuuuuuuuuu . = Mahe this application awailable via the interngt
) sions
war - ero-irite
S s 8y
Changeiog 1
L hity Pyt
et /
Kflaw nal LR cal { the corparate network
A |ohnECYBRCOM Changeiog mesd 1o o nangus B
5 e Web
ns
= (s this Idaptive pensrated external URL lor application sccess on o aff the cor porate network

hitps:4661 bfbaf-bedd-412a-88bd-ad 57140401 fa-gw.gateway id.cyberark.doud

Connectivity Verification

atie
°°°°°° / « successhully concactad the application

i Test Comnection | | Close
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8. Authenticate to the User Portal as John and run the newly added application. If you get the error "This site cant be
reached" wait a few minutes and try again. Note the URL generated by Identity.

Application Management — Application Gateway

[‘Ijl CYBERARK Applications

4B Apps v Q@ searchApps
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In this use case, we will install the CyberArk Identity Agent on the CLIENTO1 workstation to demonstrate MFA
authentication to the OS. We will test John's passwordless authentication with Mobile Authentication.

1. In the Admin Portal, in the Core Services menu |
Policies, add a new policy for our Endpoints:

o - ey
I S Policies Mun bama
(2% CYBERARK
- ¥ $1 Drag pokicy serto specify aeder, The highess priority & an top. & [ mddpolicyset | { PushPelicy |
CyberArk Identity % e =
ame At Description
Admin Portal !
CYBR Palcy
Default Polkcy The default policy contains all security settings related to enforoement of Adaptive MFA, S50, RADILS, and other ..

£ Dashboards

£ core services

-

B8 Apos & Widgets

2. In the Policy Settings menu, name the policy (CYBR
Endpoints):

Add Policy Set

Policy Settings

Dascrption
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3. On the Authentication Policies menu | Endpoint
Authentication, enable the Enable authentication policy
controls option, and in the Default Profile section add a

4. Specify a name for the new profile (Endpoints Profile)
and define the following authentication mechanisms.
Finally save the new policy.

new profile:

Add Policy Set

Endpoint Authentication

Policy Settings

Application Policies
Endpoint Policies

Condition Auithentication Profile
Authentication Policies

CyberArk Identity

Cyberark Identity Admin Portal
Local Accouwnt Linking /
Endpoint Authen

Security Polickes CYBR Auth Profie

Third Party Integracion

Sumrmar ¥ GitHul

Authentication Profile

Profile Name
Endpoints Profile  «u—

Muitiple Authentication Mechanisms

Minimum AAL: &8 AAL2 Maximum AAL @& AALZ

Emiail co
GR Code
FIDO2 Authenticaton(sh single-facten

Something you are

FIDOZ Authenticatan(s) {mLiti-factor)

Something you know
Password

Security Question|s)

3rd Party RADIUS Authenti cation
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Endpoint Authentication

5. Now we will generate a security code to enroll agents in
our environment. Go to the Settings menu | Endpoints |
Enrollment Codes and select the Add button:

. Enroliment Codes ® “
iEN Lise wnrollrmant codes to 2nat 1 f it ] h i
ssword during e enrollment p

cybarnrk Identity T g
Admin Portal L — A
: : Created + Created By Deseription IP Restrictions Max End..  Used  Expiration
Global Endpoint
{A?j Dashhoards Permissions ! ;
i

‘ﬁ Core Services Agents

98 Apps & widgess

Web Apps Device Trust
Widgets Certificate Authentication
@- Endpaints
&_ Downinads
{'0;} Settings

Customization

>

6. In the Generate Bulk Enrollment Codes window, specify
an expiration date and the maximum number of endpoints
that can be enrolled with the code. Best security practices
do NOT recommend to configure the code without an
expiration date. COPY the code to a Notepad, you will not
have access to the code later.

Generate Bulk Enrollment Codes

Enro t E an ()
IP Range Enrollment Code Expiration
ictions "
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Endpoint Authentication ’

8. Run the installer. On the Enter Enrollment parameters
screen, specify the following options:

7. Go to the Admin Portal from the CLIENTO1 workstation - Tenant URL: url of your Identity Tenant
and in the Downloads menu. download the Windows - Enrollment Code: The enrollment code copied in previous steps.
’ - Optional Parameters:
. - -l "Usuarios CYBR” : The role that contains the users allowed to
Cloud Agent

authenticate to the machine.

[CEI1 CYBERARK CyberArk Identity Downloads

#9 CyberArk Identity Windows Cloud Agent 22.10.218 Setup - X
CyberArk ldentity ae
Admin Portal >
Name service version Cyber/-\r k Enter enrollment parameters
* Agents *
(‘?‘{ Dashboards | d e n [ | [y Specify the tenant URL the agent is going to be enrolled with
] Wi Cinuct Ager: <— oo i ) 5, Demnin s and the envoliment code. Optionaly enter add tional
3 WINAows parameters of cenroll.exe, such as -address=x.y.a.b' to
&y coresevices - . ; Higees specify the publc IP of the agent.
‘ \se: Choadl Aigarit Ao Saicss i amnioad Cloud !-\.51‘!—., it
BB Apps & Widgets H Tenant URL (required for auto 3
Web Apg Browser Extensions {am%l{).d'cmuh.doud
ckbaty
& Envoliment code (required for auto-enrol): /
@ Endpalnts . [.’VLF\OOGGOSF 17AVF KZGESXIXI6D LAS2URFYPCOFUCT
b, Dowmloads Q@ oo prication Seriies wioas . Dot CYBERARK Optional parameters:
IDENTITY I«‘ "Usuarios CYER " <m—
{t:‘} Settings
it [ ] | o
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9. Restart the CLIENTO01 machine and attempt to authenticate with the user CYBR\John, following the authentication
flow and selecting the Mobile Authenticator option as a second challenge.

Endpoint Authentication

John@CYBR.COM

John

Authentication Method

Con ) SeTvice.
Mobile Authenticator Welcome
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10. Now modify the authentication mechanism for the Endpoints and enable QR Code as the first and only challenge
(Passwordless Authentication). Then restart the machine again and try to authenticate with the user CYBR\John.
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With CyberArk Workforce Password Management, we can allow our users to store personal confidential information on
their User Portal, and also allow them to share those secure items with other users. CyberArk Identity stores:

- Passwords: Non-web application/service credentials

- Secured Notes: Credentials or secrets for use cases other than application access. For example: licenses, Access
tokens, encryption keys, security questions, among others.

Secured Iltems

1. We will first hand over the right to share secure items to 2. Go to the Administrative Rights menu and add the
our users in the CYBR domain. For this, in the Admin shared credentials right, finally save your changes:
Portal, go to the Core Services menu | Roles and edit the
CYBR Users role:

Usuarios CYBR

Cyberirk identi rur - " "
an i Hi Hame : Bt eripl Saatin Administrative Rights

Administrative | Add | < —
— > Right :
Assigned Name

Shared Credentiols «—
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1. Authenticate with User John in the User Portal and 2. In the Secure Notes window, specify the requested
select the Secured Items menu. Then click Add Secured values (Name, tag (for quick search), Notes, custom
Notes fields):
Settings
Secured Items ® Lon
Al securad feams Q  sowrch far sanured e \ Add Secured Notes | Add Password | '__ =) ~ Secure Notes
@ Cyberhrk User Portal = *
88  applications Genera ]
El] secured items / Mar Llave Licencia Office
El Devices Add Tags Licencias Mic...

Secured Iltems




CyberArk Workforce ldentity

>

Secured Iltems

3. On the Sharing tab, click Add and add the Identity 4. Now add a password with the Add Password button
admin user. We are going to share the note with him. Save and fill in the corresponding options:
your changes.

Settings ' Settings
—, ¥ Llave Licencia Office n # Password
> T
Ganeral Sharing General
d / ——pp o
Name Permissions Start Time End Time A Togs
—l 2 dem Kbcorp
—— |
—— 7
Name  vale  Hidden
— €@ =
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5. On the Sharing tab, click Add and add the Identity admin user. We are going to share our password for the HR app
with him. We will only allow you to view the password (not edit it) and only for a specified period of time:

Settings

~ “* RRHH App Creds

Ganeral Sharing

Name Permissions Start Time End Time
—)| a demouser@kbcorp.biz Wiew password _ 104102022 12:00:00 AM 101242022 12:00:00 AM
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6. Do you remember that we added our personal Linkedin account as an SSO portal app? We need to give HR staff
access to our account, so we will share access to the user. In the User Portal, in the Applications menu, edit the
properties of the LinkedIn app and in the Sharing tab add the administrative user, without being able to see the
password, and specify an access period of time:

Application Settings
iR d: Y. TQ Applications

All Apps Q Search Apps m LII‘IkEC”I‘I
= Inkedin bs 8 ‘social networking website for people in professlonal occupations

| @ CyberArk User Portal

i m GitHub m ﬁ m Ocemy Gensral Sharing

CyberArk Blog GitHub Linkedin Mi Prueba de Prueba Udemy -

| % Applicatiahs SAML AppGateway brandes A

_>

Mame Password Permis.. Start Time End Time

| @ Secured ltems
| — S 4  demouser@kbeorp.biz Mane TO/09/2022 12:00:00 AM 01072022 12:00:00 AM
| @ Devices
| A~ Activity
| @ Account
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7. Now authenticate to the User Portal with the administrative user. Note that we have the LinkedIn application
published in our profile. Review the properties of the application and then execute it. Finally enter the Secured Items
menu and check if the shared items are listed.
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