
1 | P a g e  
 

  



2 | P a g e  
 

Contents 
The Microsoft Defender For Cloud ................................................................................................................ 4 

Introduction .............................................................................................................................................. 4 

A Brief History of Defender ....................................................................................................................... 4 

The Overall Features of Microsoft Defender For Cloud ............................................................................ 5 

The Defender For Cloud & DevSecOps.......................................................................................................... 7 

What Is DevSecOps ................................................................................................................................... 7 

DevSecOps and GitHub ............................................................................................................................. 7 

The Defender For Cloud & Cloud Security Posture Management (CSPM) .................................................... 8 

Definition of CSPM .................................................................................................................................... 9 

Functionalities Of The CSPM ..................................................................................................................... 9 

The Defender For Cloud & Cloud Workload Protection Platform (CWPP) .................................................. 10 

Definition Of The CWPP .......................................................................................................................... 10 

Functionalities Of The CWPP .................................................................................................................. 10 

Benefits Of The CWPP ............................................................................................................................. 12 

The Defender For Cloud & Azure Pipelines ................................................................................................. 12 

Continuous Integration ........................................................................................................................... 12 

Continuous Delivery ................................................................................................................................ 12 

Continuous Testing .................................................................................................................................. 13 

The Defender For Cloud & Centralized Policy Management ...................................................................... 13 

The Defender For Cloud & Security Posture Management ......................................................................... 15 

The Microsoft Security Score .................................................................................................................. 15 

How To Enable The Security Posture Management Tool ........................................................................ 16 

To See The Microsoft Security Score & Recommended Actions ............................................................. 18 

The Defender For Cloud & Regulatory Compliance .................................................................................... 19 

The Compliance Dashboard .................................................................................................................... 19 

Setting Up The Compliance Manager ..................................................................................................... 20 

The Defender For Cloud & Attack Path Analysis ......................................................................................... 21 

Initiating The Attack Path Analysis .......................................................................................................... 22 

Viewing All Of The Recommendations .................................................................................................... 25 

The Defender For Cloud & Workload Protection ........................................................................................ 26 

What Is Protected ................................................................................................................................... 26 

The Defender For Cloud & Vulnerability Scanning ...................................................................................... 28 



3 | P a g e  
 

A Definition Of Vulnerability Scanning .................................................................................................... 28 

How Vulnerability Scanning Relates To The Defender For The Cloud ..................................................... 28 

What The Defender For The Cloud Can Do For Vulnerability Scanning .................................................. 29 

Deploying The Vulnerability Scanner ...................................................................................................... 30 

The Defender For Cloud & DevOps Posture Visibility ................................................................................. 30 

The Functions of The Defender For The Cloud And DevOps ................................................................... 31 

Managing The DevOps Environment ...................................................................................................... 31 

How To Deploy DevOps ........................................................................................................................... 33 

The Defender For Cloud & Infrastructure as a Code (IaC) .......................................................................... 35 

A Definition Of IaC ................................................................................................................................... 35 

Deploying The IaC ................................................................................................................................... 36 

Conclusions ................................................................................................................................................. 38 

Sources ........................................................................................................................................................ 39 

 

 

 

 

 

 

 

 

  



4 | P a g e  
 

The Microsoft Defender For Cloud 

Introduction 

In today’s world, both individuals and businesses alike need as much protection as they can, in order to 

fend off the latest threat variants.  There are many tools out there, but the one that has stayed around 

for probably the longest time is the antivirus software.  There have been many vendors creating this kind 

of package, but one has stood out the most and is continued to be the most, especially when it comes to 

Cloud based deployments. 

This is called Microsoft Defender, and is the focal point of this whitepaper. 

A Brief History of Defender 

Microsoft Defender first made its debut with the Windows XP Operating System (OS). It was initially 

designed to be a free download, and it eventually also shipped with the Windows 7 and Vista OSs.  

However, during these releases, Defender was not deemed to be a full antivirus package.  It wasn’t until 

the release of the Windows 8 OS that it became a complete package.  During this launch, Defender 

completely replaced the Microsoft Security Essentials, the forerunner.   

In March of 2019, Microsoft announced the release of Defender for the Mac OS environment.  Although 

this was designed to protect the personal devices of the end user, Defender eventually made its splash 

onto the Android OS and the iOS, which included extra features, such as the following: 

➢ Microsoft Smart Screen.  

➢ A native Firewall. 

➢ Sophisticated malware scanning. 

➢ A special block corporate data stored on a smartphone if a rogue malicious app was installed. 

Now, in Windows 10, Defender is centrally monitored and located in what is known as the “Windows 

Defender Security Center”.  Some of the latest features in this version include the following: 

➢ Allows for regular scanning either on an automated or manual basis. 

➢ “Block At First Sight”:  Artificial Intelligence (AI) and Machine Learning (ML) are both used to 

determine if a file from an email or any other source is malicious or not. 

➢ Integration with Edge:  This is the latest web browser version from Microsoft, can now scan any 

files first before they are downloaded by the end user to their local device. 

➢ The “Application Guard”:  With this tool, any web browsing done by the end user can be 

contained in a sandbox environment in order to determine if a particular website is authentic or 

not.  This was first only available for Edge, but it has now become available for both Google 

Chrome and Firefox. 

➢ The “Controlled Access Folder”:  This is has been created to protect the files marked by the end 

user as “important” from a Ransomware attack.  The catalyst for this new tool was the 

deployment of the Petya family of Ransomware threat vectors.   
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With the high adoption rate now happening for Microsoft Azure, there are now four flavors of Defender 

which are available, and are as follows: 

➢ The Microsoft Defender XDR (this was formerly known as the “M365 Defender”. 

➢ The Microsoft Defender For Cloud. 

➢  The Microsoft Defender For Business. 

➢ The Microsoft Defender For Individuals. 

For the remainder of this whitepaper, we now focus on the Microsoft Defender For Cloud. 

The Overall Features of Microsoft Defender For Cloud 

It is important to note at this point that Defender is technically known as the “Coud-Native Application 

Protection Platform, also known as “CNAPP”.  The overall structure of Defender For The Cloud can be 

seen below: 

 

(SOURCE:  1). 

The above illustration demonstrates the various scenarios Defender for Cloud can do:  

➢ Unifying DevOps security management.  

➢ Strengthening of the cloud security environment with contextual insights (powered by 

Generative AI).  

➢ The protection of the different Cloud Workloads against all of the major threat variants.  

 

The Defender for Cloud supports the other major Cloud Platforms, such as those of the AWS, the Google 

Cloud Platform (GCP), and Hybrid environments which require the use of On Premises workloads. 

The major components of the Defender For Clous are illustrated below: 
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(SOURCE:  1). 

These include the following: 

➢ The Security Posture Monitoring 

➢ The Regulatory Compliance 

➢ The Cyberattack-Path Analysis 

➢ The Workload Protection 

➢ The Vulnerability Scanning 

➢ The DevOps Posture Visibility  

➢ The Infrastructure-as-Code Security 

➢ The Code Security Guidance 

These and other components will be examined in more detail in later sections in this whitepaper. 

Another powerful functionality of the Defender For The Cloud is the ability for it to give you a holistic 

view of what exactly is happening in your Azure environment, from the standpoint of Cybersecurity.  This 

is illustrated below as well: 
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(SOURCE:  1). 

The Cloud based functionalities that can be viewed with this are as follows: 

➢ The Microsoft Entra Permissions Management  

➢ The Azure Network Security  

➢ The GitHub Advanced Security  

➢ The Microsoft Defender External Attack Surface Management  

The Defender For Cloud & DevSecOps 

What Is DevSecOps 

DevSecOps is an acronym that stands for Development, Security, and Operations.  Source Code security 

has always been a problem, the basic premise here is to combine both teams from the IT Security and 

Operations team to offer a second look at the Source Code, to make sure that all gaps, weaknesses, and 

vulnerabilities have been fixed.  In fact, DevSecOps, is also a major component of Microsoft Azure, and 

the Defender For The Cloud can even keep a close eye here, as well. 

DevSecOps and GitHub 

DevSecOps also works with GitHub, probably the most popular Source Code repository which is also 

owned by Microsoft.  Here are some of the major benefits that your business can derive from this: 



8 | P a g e  
 

➢ The ability to "Shift-left" security:  This is all about deploying security  methodologies at the 

earliest stages of Source Code development, all the way from planning to packaging the final 

deliverable to the client. 

➢ You can quickly adopt the Azure Infrastructure as Code (also known as “IaC”) with the Azure 

Resource Manager (also known as the “ARM”) or other templates to implement security 

protocols with the software development team. The Microsoft Defender for Cloud IaC template 

can also be used to mitigate cloud misconfigurations before they reach the  production 

environment. 

➢ Further strengthen the security of your Software Supply Chain. 

➢ You can confirm vulnerable container images in your software development team’s CI/CD 

workflow with automatic scanning available from Defender For The Cloud. 

➢ Defender For The Cloud can also monitor the Identity and Access Management policies that you 

have implemented for your software development team. 

➢ It will give you visibility into the security posture of pre-production Source Code and other 

Resource Configurations. 

The combination of DevSecOps and the Defender For The Cloud is illustrated below: 

 

 

(SOURCE:  2). 

The Defender For Cloud & Cloud Security Posture Management (CSPM) 
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Definition of CSPM 

The CSPM is also yet another powerful tool that is built into Microsoft Azure, and it can be technically 

defined as follows: 

“CSPM provides detailed visibility into the security state of your assets and workloads, and provides 

hardening guidance to help you efficiently and effectively improve your security posture.” 

(SOURCE:  3). 

Functionalities Of The CSPM 

With the Defender For The Cloud, there are two different kinds of service offerings, which are as follows: 

1) The Foundational CSPM:  

 

The capabilities offered here are free, and are automatically enabled by default for subscriptions 

that start to use the Defender for Cloud. 

 

2) The Defender Cloud Security Posture Management (CSPM): 

 

This is a paid CSPM, and because of that, it offers additional, advanced security posture features. 

The Defender for Cloud will assess and monitor against the Security Standards which have established 

the Azure subscription you have established for your business, and even AWS and the GCP.  It will even 

provide recommendations based upon what it is seeing.  It will even provide you with a secure score, 

and the higher the score is, the lower is your calculated risk level. 

It is also important to note that Defender For The Cloud now has preconfigured integrations so that you 

can make use of third-party systems to do the following: 

➢ Track and resolve support tickets 

➢ Push recommendations to a  member of your IT Security team so that they can be assigned 

responsibility for the remediation of a support ticket. 

An example of the CSPM in conjunction with the Defender For The Cloud is below: 
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(SOURCE:  5). 

The Defender For Cloud & Cloud Workload Protection Platform (CWPP) 

Definition Of The CWPP 

The CWPP can be technically defined as follows: 

“A cloud workload protection platform is a comprehensive cybersecurity solution providing a series of 

protections across cloud environments in an organization connected to physical servers, serverless 

functions, virtual machines, and containers.  Further, they continuously and automatically detect and 

address threats, vulnerabilities, and errors within any of the above infrastructures, supporting the 

workloads that interact with cloud environments.” 

(SOURCE:  4). 

A Cloud Workload is any process, hardware, or software application that consumes both memory and 

power from the resources that it needs to use. 

Functionalities Of The CWPP 

Here are the functionalities of the CWWP, as it is used with the Defender For The Cloud:  

 

1) Memory Protection:  
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The CWPPs can identify any gaps or abnormal behavior that appear in your Virtual Machines 

(VMs). 

 

2) Allowlisting:  

 

This greatly mitigates the risk of Shadow IT Management from happening in our Azure Cloud 

Deployment. This is when your employees install unauthorized applications.  With the CWPP, 

you enforce block mechanisms within your Cloud Deployment. 

 

3) Intrusion Prevention:  

 

The CWPP will monitor your entire Network Infrastructure and alert your IT Security team for 

any abnormal behavior. If anything is detected, the CWPP will also act to mitigate any issues. 

 

4) Endpoint Detection and Response (EDR):  

 

The CWPP will plays a critical role in monitoring devices connected to your endpoints in your IT 

and Network Infrastructure. 

 

5) Antimalware Scanning: 

 

 The CWPP can automatically scan for and detect malware in all of your Cloud workloads and 

 eliminate malicious payloads before they enter your Azure Cloud . 

6) Network Segmentation:  

 

With the this, the CWPP will allow for your IT Security team  to deploy the Zero Trust Framework 

by segmenting or “subnetting” out your entire Network Infrastructure. 

 

7) Immutability:  

 

The CWPP also supports Immutable Infrastructures. This is where the specific components of a 

software application are replaced rather than being upgraded over a period of time. 

 

8) Integrity Protection:  

 The CWPP is working constantly on a real time basis to make sure that all of the parts and 

 components is running at the most optimal levels possible. 

9) Vulnerability Management: 

The CWPP can also run Vulnerability Scans, based upon the time schedule and permutations that 

you have set forth. 
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Benefits Of The CWPP 

The CWPP also brings in a number of strategic benefits which include: 

1) Multi Cloud Protection: 

If you have multiple Azure Subscriptions, you can use just one CWPP to monitor all of them. 

2) Scalability: 

The CWPP can adjust accordingly based upon increased Cloud Deployments and usage. 

3) Increased Savings: 

By using the CWPP and the Defender For The Cloud in tandem with another, you will see a 

decrease in both CapEx and OpEx by using the additional security features that are available with 

both. 

4) Compliance: 

The CWPP will also help your organization come into compliance quicker with the many data 

privacy laws that are quickly coming out. 

The Defender For Cloud & Azure Pipelines 

A key integration of the Defender For The Cloud is the Azure Pipelines.  A technical definition of it is as 
follows: 

“Azure Pipelines automatically builds and tests code projects. It supports all major languages and project 

types and combines continuous integration, continuous delivery, and continuous testing to build, test, 

and deliver your code to any destination.” 

(SOURCE:  6). 

Each of the components is reviewed in the following subsections. 

Continuous Integration 

Also known as “CI”, this allows for the software development team to detect and catch bugs early in the 

Software Development Lifecycle (also known as the “SDLC”), thus ensuring that all vulnerabilities, gaps, 

and weaknesses are remediated before final to delivery to the client. Also. automated tests are executed 

as part of the CI process to ensure Quality Assurance.  

Continuous Delivery 

Also known as “CD”, this is a specific process by which Source Code is built, tested, and deployed to both 

testing and production environments. The end result of using two or more differing environments like 

https://learn.microsoft.com/en-us/azure/devops/pipelines/get-started/what-is-azure-pipelines?view=azure-devops#continuous-testing
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this is that it greatly increases quality in the Source Code. Also, deployable software artifacts are also 

produced. 

Continuous Testing 

Also known as “CT”, this allows you to test new releases of the Source Code in a fast, scalable, and 

efficient manner. It brings the following benefits: 

➢ You can detect Source Code problems earlier in the SDLC by running tests automatically with 

each software build. 

➢ You can use any kind of software testing framework that best needs the requirements of the 

client. 

➢ You can also create detailed and customizable test results to effectively gauge the  quality of the 

Source Code. 

Integral to the Azure Pipeline is the “Code Pipeline Insights” that allows you to smoothly move your 

Source Code into any part fo your Azure Cloud Deployment, thus ensuring that any interaction between 

the two are as secure as possible. 

An illustration of the Azure Pipelines is below: 

 

(SOURCE:  6). 

The Defender For Cloud & Centralized Policy Management 
One of our previous blogs reviewed in detail the components of Centralized Policy Management.  So at 

this point, let us review an example of how it can be used with the Defender For The Cloud.  Large 

businesses (such as the Fortune 500)  that have and make use of multiple subscriptions in just one 

tenant are more than likely using the Azure Management Groups to make more efficient use of their 
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multiple subscriptions. In these cases, a hierarchy is deployed which shows the separate needs of the 

various remote offices, and their individual departments, such as Human Resources, Finance, 

Accounting, Marketing, IT, etc.  All of the rights, privileges, and permissions for each of the same 

departments will be inherited, according to this hierarchical structure. This is illustrated in the diagram 

below: 

 

(SOURCE:  7). 

To help eliminate any security risks of duplicate and overlapping rights, privileges, and permissions, it 
would be highly recommended to make use of the Defender For The Cloud to replace the use of the 
Azure Management Groups in order to trickle the privileges in a top-down fashion, rather than an 
inherited one.   

This process is seen below: 
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(SOURCE:  7). 

Once the above has been completed, the Defender For The Cloud will display the following screen: 

 

From the right-hand side of the above illustration, you can see now that the Defender For The Cloud has 

inherited everything from the Azure Management Groups, and now is control with respect to giving out 

the privileges to the other branch offices and their respective departments. 

The Defender For Cloud & Security Posture Management 

The Microsoft Security Score 

No matter what Cloud Platform that you are using, there are always security risks that are involved, no 

matter how proactive that you and your IT Security team might be. As it was previously stated in this 

whitepaper, the Defender For The Cloud can provide an assessment of your entire IT and Network 

Infrastructure, and from there, provide recommendations as to how you can decrease your level of risk, 

among other things. 

 

Btu equally important, it can also provide you with what is known as a “Microsoft Secure Score”, to not 

only quantify your risk level, but to also give a holistic view of the processes in your IT/Network 

Infrastructure that make up this category.  An example of this is illustrated below: 
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(SOURCE:  8). 

For more information on the “Security Score”, click on the link below: 

https://learn.microsoft.com/en-us/microsoft-365/security/defender-vulnerability-management/tvm-

security-recommendation?view=o365-worldwide 

How To Enable The Security Posture Management Tool 

To start using this powerful service, follow these steps below: 

1) Connect to the SaaS based app that the Defender The Cloud to manage. For a listing of 

compatible apps, click on the link below: 

 https://learn.microsoft.com/en-us/defender-cloud-apps/enable-instant-visibility-protection-and-

 governance-actions-for-your-apps 

2) To initiate the Microsoft Security Score, log into your Azure or M365 account, and: 

 

➢ Select “Settings” 

➢ Select “Cloud Apps” 

➢ Select “App Connectors” 

➢ Then select “Secure Score insights: Main Instance”. 

This is illustrated in the diagram below: 

https://learn.microsoft.com/en-us/microsoft-365/security/defender-vulnerability-management/tvm-security-recommendation?view=o365-worldwide
https://learn.microsoft.com/en-us/microsoft-365/security/defender-vulnerability-management/tvm-security-recommendation?view=o365-worldwide
https://learn.microsoft.com/en-us/defender-cloud-apps/enable-instant-visibility-protection-and-
https://learn.microsoft.com/en-us/defender-cloud-apps/enable-instant-visibility-protection-and-
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 (SOURCE:  8). 

3) If for some reason you cannot enable the Microsoft Security Score in the above step, then 

enable the three vertical dots that you see, and from there select the following: 

“Microsoft Secure Score Instance” 

 This is also illustrated in the diagram below: 

 

 

(SOURCE:  8). 
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To See The Microsoft Security Score & Recommended 

Actions 

Now that you have the service enabled, follow these steps to view your actual Security Score, and the 

actions that are needed to improve it: 

1) Log into the Defender For The Cloud from either your Azure or M365 subscription: 

 

➢ Select “Secure Score” 

➢ Go the “Recommended Actions” Tab. 

This is illustrated below: 

 

 (SOURCE:  8). 

2) Select any product to see the controls that have been deployed with it. 

 

3) To see the “Recommended Actions”, go the “Implementation Tab”.  This is illustrated below: 

 



19 | P a g e  
 

 

 

 (SOURCE:  8). 

 

The Defender For Cloud & Regulatory Compliance 
As mentioned earlier in the whitepaper, the Defender For The Cloud can also allow your business to 

come into compliance with the major data privacy and compliance laws, most notably those of the 

GDPR, the CCPA, and HIPAA, among others.  At the heart of this is what is known as the “Azure Security 

Benchmark”, and this is illustrated below: 

 

(SOURCE:  9). 

The Compliance Dashboard 

It is important to note at this point that from the Defender For The Cloud, you and your IT Security team 

can access what is known as the “Compliance Dashboard”, which gives you a centralized view of how 

your business stands with regards to these laws and regulations.  This is also illustrated below: 
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(SOURCE:  9). 

Setting Up The Compliance Manager 

Before you can start using the Defender For The Cloud to see where you stand in terms of compliance, 

you first need to configure according to your security requirements and the laws/regulations that you 

need to follow.  To do this, follow these steps: 

1) From the Defender for Cloud portal, select “Regulatory Compliance”. From the top of the page, 

select Manage compliance policies. 

 

2) Select the subscription(s)  to which the particular security standard should be applied to. 

 

3) Select “Security Policies”. 

 

4) For the laws/regulations you want to enable, from the “Status Column”, position  the toggle 

button to “On”. 
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If any information is needed for this enablement process, the “Set Parameters” page appears in order for 

you to enter in the needed information.  This is illustrated in the diagram below: 

 

(SOURCE:  9). 

5) Now select “Regulatory Compliance” again to take you back to the Compliance Dashboard. 

 

6) You should now be able to see the enabled laws and regulations that are associated with each 

subscription. 

NOTE;  These are the steps for Azure only.  If you want to enable this for the AWS or GCP, click on this 

link: 

https://learn.microsoft.com/en-us/azure/defender-for-cloud/update-regulatory-compliance-packages 

The Defender For Cloud & Attack Path Analysis 
Apart from remediating threat vectors and providing compliance/regulation recommendations, the 

Defender For The Cloud is also quite efficient in mapping out a threat variant in its evolution and growth 

stages.  This is known as “Attack Patch Analysis”, and it is technically defined as follows: 

“Attack path analysis are scans that expose exploitable paths that attackers might use to breach your 

environment to reach your high-impact assets. Attack path analysis exposes attack paths and suggests 

recommendations as to how best remediate issues that will break the attack path and prevent successful 

breach.” 

(SOURCE:  11).   

This is illustrated in the diagram below: 

 

(SOURCE:  11). 

https://learn.microsoft.com/en-us/azure/defender-for-cloud/update-regulatory-compliance-packages
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Initiating The Attack Path Analysis 

To start using this, follow these steps: 

1) Login into your Azure Portal. 

 

2) Go to “Microsoft Defender For Cloud”, and select “Attack Path Analysis.”  This is illustrated 

below: 

 

 

 (SOURCE:  13). 

3) Select an “Attack Path” of interest. 

 

4) Select the appropriate “Node”.  This is illustrated in the diagram below: 
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(SOURCE:  13). 

5) Select “Insights” to get more information on this “Attack Path”.   This is illustrated in the diagram 

below: 
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 (SOURCE:  13). 

6) Select a “Recommendation”.  This is also illustrated in the diagram below: 
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 (SOURCE:  13). 

7) Select the specific “Recommendation” that you want to see. 

You can also select other nodes as well, and view their recommendations as well.  Also note that once a 

particular Attack Path has been resolved, it can take up to 24 hours to show up as such in your 

dashboard. 

Viewing All Of The Recommendations 

Rather than viewing each Recommendation individually, you can also view them all at the same time.  To 

this, follow these steps: 

1) Follow steps #1 - #3 as detailed in the last subsection. 

 

2) Select “Remediation”.  This is illustrated in the diagram below: 
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 (SOURCE:  13). 

3) Follow the “advice” to resolve a “Recommendation”. 

 

The Defender For Cloud & Workload Protection 
Earlier in this whitepaper, in a previous subsection, we reviewed in detail about the Cloud Work 

Protection Platform, also known as the “CWPP”.  In this subsection, we take a closer look at the specific 

workloads that can be protected. 

What Is Protected 

The illustration below depicts what can be protected: 
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(SOURCE:  13). 

As you can see from above, the following workloads are protected: 

➢ The Azure Compute Workloads 

➢ The Azure Data Workloads 

➢ The Azure Storage Workloads 

➢ The Azure Service Layer Workloads 

➢ The Amazon EKS  

➢ The Amazon EC2  

➢ The unmanaged Kubernetes 

➢ The unmanaged SQL  

➢ The GKE clusters  

➢ The Google Compute 

The Workload Protection will allow you and your IT Security team to achieve the following: 

1) Protect A Hybrid Environment: 

 Protect your Azure Cloud Deployment and on-premises environment, which include critical 

 workloads such as servers, databases, containers, storage, APIs, and service layers. 

 

2) Real time respond to Cyberthreats: 

 The Defender For The Cloud integrates with your security information and events management 

 (SIEM) system and unified extended detection and response (XDR). 

3) Accelerate Forensics And Cyber investigations: 

 You can quite easily use connected investigation and hunting tools that come with the Microsoft 

 Defender Threat Intelligence. 
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The Defender For Cloud & Vulnerability Scanning 

A Definition Of Vulnerability Scanning 

A key component in not just Azure but in Cybersecurity in general is what is known as “Vulnerability 

Scanning”.  This can be technically defined as follows: 

“Vulnerability scanning is a process of identifying and assessing security weaknesses in a computer 

system, network, or web application.” 

(SOURCE:  14). 

It is important to note that a Vulnerability Scan does is just a passive scan, it only detects for known 

vulnerabilities, unlike Penetration Testing.  The latter is considered to be an active scan, and also detects 

unknown vulnerabilities as well.   

How Vulnerability Scanning Relates To The Defender For 

The Cloud 

Now taking the above, the technical definition for Vulnerability Scanning as it relates to Defender For The 

Cloud is as follows: 

“Defender Vulnerability Management delivers asset visibility, intelligent assessments, and built-in 

remediation tools for Windows, macOS, Linux, Android, iOS, and network devices. Leveraging Microsoft 

threat intelligence, breach likelihood predictions, business contexts, and devices assessments, Defender 

Vulnerability Management rapidly and continuously prioritizes the biggest vulnerabilities on your most 

critical assets and provides security recommendations to mitigate risk.” 

(SOURCE:  15).   

In other words, the Defender For The Cloud will observe any and unusual activity in your Azure based 

IT/Network Infrastructure, and not only notify you of any imminent threats, but it will even try to provide 

the best recommendations possible to your IT Security team.  The Vulnerability Scanning/Management 

Methodology is illustrated in the diagram below: 
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(SOURCE:  15). 

What The Defender For The Cloud Can Do For 

Vulnerability Scanning 

Of course, the Vulnerability Scanning mechanism has specific functionalities as well, and they are broken 

down into these three major categories: 

1) Continuous Asset Discovery And Monitoring 

 

➢ Security baselines assessment: Create baseline profiles to measure risk against established 

benchmarks. 

➢ Visibility into software and vulnerabilities: Get a holistic view of your software applications, and 

software installations and patches and patches that have been recently made. 

➢ Network share assessment: Assess the entire state of your Network Infrastructure. 

➢ Authenticated scan for Windows:  Run automated Vulnerability Scans by providing the Defender 

For The Cloud with the login credentials to make this happen remotely. 

➢ Threat analytics & event timelines:  Use event timelines to project future threat variants. 

➢ Browser extensions assessment: Get an entire listing of the web browser extensions across the 

different browsers deployed, such as Edge, Chrome, Firefox, Safari, etc. 

➢ Digital certificates assessment : Get a listing of all of the SSL certificates deployed on all of your 

digital assets.  You can even get a central certificate inventory page to locate the SSL certificates 

before they expire. 

➢ Hardware and firmware assessment: Get a listing of all of the hardware and firmware dispersed 

throughout the physical location of your business and remotely. 

 

2) Risk-Based intelligent Prioritization: 
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➢ Focuses on emerging threats: See which new threat variants pose the highest risk to your 

business. 

➢ Locate active breaches: Prioritize which vulnerabilities need to be addressed first. 

➢ Protects high-value assets: Determine which have devices with business-critical applications or 

confidential PII datasets. 

 

3) Remediation and Tracking: 

 

➢ Remediation requests sent to IT:  View the status of submitted tech support tickets. 

➢ Block vulnerable applications:  Have the ability to block vulnerable applications, such as those 

that are unauthorized. 

➢ Alternate mitigations - Gain advice  on other risk mitigation strategies. 

➢ Real-time remediation status: Get real-time monitoring of how your remediation activities are 

going, both on a high and device specific level. 

Deploying The Vulnerability Scanner 

To automate the processing of deploying and configuring the Vulnerability Scanner, click on the link 

below: 

https://learn.microsoft.com/en-us/azure/defender-for-cloud/deploy-vulnerability-assessment-defender-

vulnerability-management#learn-more 

To do this process manually, examine the illustration below: 

 

(SOURCE:  16). 

The Defender For Cloud & DevOps Posture Visibility 

 

https://learn.microsoft.com/en-us/azure/defender-for-cloud/deploy-vulnerability-assessment-defender-vulnerability-management#learn-more
https://learn.microsoft.com/en-us/azure/defender-for-cloud/deploy-vulnerability-assessment-defender-vulnerability-management#learn-more
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The Functions of The Defender For The Cloud And DevOps 

The concept of DevSecOps was reviewed earlier in this whitepaper, and in this same regard, the 

Defender For The Cloud can also work with the DevOps component of your business.  This is acronym 

that stands for “Development and Operations”, and this is where teams from both areas come and work 

together in order to develop the source code for a web application in a seamless fashion.  It is also an 

important part of Azure, and can work with the Defender For The Cloud.  Here is how it is possible: 

1) Get a unified perspective into your DevOps security posture:  

 

You and your IT Security team can now get a full visibility into the security posture of the Source 

Code across and Hybrid Cloud environments. 

 

2) Fortify Cloud resource configurations throughout the SDLC:  

 
You can deploy Infrastructure as Code (IaC) templates and container images to mitigate Cloud 
misconfigurations before they reach the production environment.  
 

3) Prioritize remediation of critical issues in code:  

 

` You can easily apply code-to-cloud contextual insights within Defender for Cloud.   This will allow 

for your IT Security team to assist your software development team to prioritize critical Source 

Code. 

Managing The DevOps Environment 

The illustration below demonstrates how you can manage your DevOps environment: 

 

(SOURCE:  17). 

The illustration below demonstrates how you can get a breakdown of your DevOps Security Posture from 

a single scan: 
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(SOURCE:  17). 

The illustration below demonstrates how you can get a breakdown of the total number of  DevOps 

Security Posture recommendations: 

 

The illustration below demonstrates how you can get a breakdown of the total number of  DevOps 

resources that have advanced security features incorporated into them: 
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  (SOURCE:  17). 

The illustration below demonstrates how you can get a breakdown of the Security Posture security 

information across all of your DevOps Resources: 

 

Note the following for the above: 

➢ Name: This lists the DevOps resources from Azure DevOps, GitHub, and/or GitLab. You can view 

the resource health page by clicking it. 

➢ DevOps environment – This describes the DevOps environment for the resource. 

➢ Advanced security status – This shows the security status: 

*On - Advanced security is enabled. 

*Off - Advanced security is not enabled. 

*Partially enabled - Certain Advanced security features is not enabled (for example, code 

scanning is off). 

*N/A - Defender for Cloud doesn't have information about enablement. 

How To Deploy DevOps 

To start using the DevOps Posture Visibility with the Defender For The Cloud, follow these steps: 

1) Sign into your Azure Portal. 

 

2) Go to: 

➢ Microsoft Defender for Cloud 

➢ Then “Environment Settings” 

 

3) Select “Add Environment”. 

 

4) Select “Azure DevOps”.  This is illustrated in the diagram below: 
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 (SOURCE:  18). 

5) Enter in the following information:  

 

➢ Name 

➢ Subscription  

➢ Resource Group 

➢ Region 

 

6)  Select the following: 

➢ Next 

➢ Select Plans. 

This is illustrated below: 

 

 (SOURCE:  18). 
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 NOTE:  Select the appropriate plan for your DevOps environment, these can be seen at the 

 bottom of the illustration. 

7) Select the following: 

 

➢ Next 

➢ Configure Access 

 

8) To make sure that you authorize the correct Azure Cloud Tenant, select the appropriate from the 

drop-down menu in the DevOps. This will confirm that  you are in the correct Azure Tenant in 

Defender for Cloud. 

 

9) Select the appropriate permissions, and from there, click on “Accept”.  This is illustrated in the 

diagram below: 

 

 

 
(SOURCE:  18). 

The Defender For Cloud & Infrastructure as a Code (IaC) 

A Definition Of IaC 

The Defender For The Cloud also supports the Infrastructure as a Code, also known as the “IaC” for 

short.  It can be defined technically as follows: 

“Infrastructure as code (IaC) uses DevOps methodology and versioning with a descriptive model to 

define and deploy infrastructure, such as networks, virtual machines, load balancers, and connection 

topologies. Just as the same source code always generates the same binary, an IaC model generates the 

same environment every time it deploys.” 

(SOURCE:  19). 
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Put in simpler terms, the IaC lets you and your IT Security manage the fundamentals of your Azure Cloud 

Deployment through the use of the actual Source Code, and not having to rely on manual processes if 

automated ones are not available.  This is illustrated in the diagram below: 

 

(SOURCE:  19). 

Deploying The IaC 

To deploy this with the Defender For The Cloud, there are two ways of doing it, with both GitHub and 

through the Azure DevOps.  First, we examine how to do it with GitHub: 

1) From your Azure Portal, sign into your GitHub account. 

 

2) Go to the home page of your Source Repository, follow this directory path: 

 github/workflows > msdevopssec.yml  

3) Select “Edit File”.  This is illustrated in the diagram below: 

 

 

(SOURCE:  20). 
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4) Under the “Run Analyzers” tab, enter in the following commands, as demonstrated in the 

diagrams below: 

 

(SOURCE:  20). 

 

5) Select “Start Commit”. 

 

6) Select “Commit Changes.”  This is demonstrated in the illustration below: 

 

 

 

 
 

(SOURCE:  20). 
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7) To confirm that the IaC is indeed connected to the DevOps: 

 

➢ Select “Actions” 

➢ Click on any workflow to confirm the connection 

 

8) If there are security alerts that you need to be aware of: 

 

➢ Go to “Security” 

➢ Select “Code Scanning Alerts” 

Now, we examine how to deploy the IaC in Azure directly, by following these steps: 

1) Sign into the “Azure DevOps” from your Azure Portal. 

 

2) Select any Project. 

 

3) Select “Pipeline”. 

 

4) Select the Pipeline where the Azure DevOps has been configured. 

 

5) If need be, edit the above configuration by inputting the commands in the illustration below: 

 

 

   (SOURCE:  20). 

6) Select “Save”. 

 

7) To confirm the connection between the IaC and the Azure DevOps: 

 

➢ Select “Pipeline” 

➢ Go to “Your Created Pipeline” 

Conclusions 
Overall, this whitepaper has examined in great detail the various ways in which the Defender For The 

Cloud can be used in your Azure Cloud Deployment(s).  The following matrix summarizes these methods: 

Function      Purpose 
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Centralized Policy Management Define the security conditions that you want to 
maintain across your environment. 

Secure Score Defines your security posture based on the 

security recommendations. 

Multicloud Coverage Connect to your multicloud environments with  
the CSPM. 

Cloud Security Posture Management (CSPM) Use the dashboard to see weaknesses in your 
security posture. 

Advanced Cloud Security Posture Management Get advanced tools to identify weaknesses in 
your security posture. 

Data-Aware Security Posture Automatically discovers datastores containing 
sensitive data, and helps reduce risk of data 
breaches. 

Attack Path Analysis Model network traffic to identify potential risks. 

Cloud Security Explorer A map of your cloud environment that lets you 
build queries to find security risks. 

Security Governance Drive security improvements through your 
organization by assigning tasks to resource 
owners. 

Microsoft Entra Permissions Management Provide comprehensive visibility and control over 
permissions for any identity and any resource in 
Azure. 

Protect Cloud Servers Provide server protections through Microsoft 
Defender for Endpoint. 

Identify Threats To Your Storage Resources Detect unusual and potentially harmful attempts 
to access or exploit your storage accounts. 

Protect Cloud Databases Protect your entire database estate with attack 
detection and threat response tools from Azure. 

Protect Containers Secure your containers so you can improve, 
monitor, and maintain the security of your 
containers. 

Infrastructure Service Insights Diagnose weaknesses in your application 
infrastructure. 

 

(SOURCE:  16). 

Finally, you can also use the Defender For The Cloud for guidance on how to create secure Source Code, 

this is called the “Code Security Guidance”.  If you have any questions about this whitepaper, or would 

like to try out Microsoft Defender, contact us today. 
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