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A Review Of Microsoft CoPilot and Microsoft Purview

Introduction

As we all know, just in the last few years, Artificial Intelligence (Al), especially that of Generative Al, has
been making a big splash. The primary driver for this has been ChatGPT, which was developed by
OpenAl. Microsoft also played a big part in this, by leveraging a partnership with them, and also being
the primary Cloud Provider for the platform. Because of this. Microsoft has developed many new
Generative Al based tools for both Azure and M365.

Two of the most recent ones are those of CoPilot, and the Purview Al Hub. We will examine these in
closer detail in this whitepaper, and how the two can be used together to help ascertain and mitigate
your level of Cyber Risk.

What Is CoPilot?

Microsoft defines CoPilot as follows:

“It combines the power of large language models (LLMs) with your data in the Microsoft Graph—your
calendar, emails, chats, documents, meetings, and more—and the Microsoft 365 apps to turn your
words into the most powerful productivity tool on the planet.”

(SOURCE: 1).

In other words, CoPilot is literally like your assistant — producing more innovative ways to create more
powerful documentation, provide great data analysis, and creating compelling presentations. Here it is
how it is being used the three main M365 tools:

1) Microsoft Word:

It can help you with the entire compilation of the document that you are working on. It can not
only produce new ideas of write to about, but it can also edit and proofread at the same time
while you are writing. So, there is no need any more to hit the “Editor” button, and navigate
through all of the changes it is recommending. You can pull in other content also from your
other M365 products that you might be using. CoPilot will even suggest the kinds of tonalities
that you should be using in your document. It can even provide recommendations as to how
you can make any arguments or cases that you are presenting even stronger and more
believable.

2) Microsoft Excel:

This spreadsheet application has long been used by businesses in order to store and analyze
data. But over time, it has become much more advanced, and to a novice user, it can become
quite difficult to navigate through. But with CoPilot, all of this is taken away, and using Excel has
never been any easier. All you have to do is merely ask a question, and CoPilot will find the
answer in just a matter of a few seconds. Here are some examples:
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3)

» How can | create a macro?

» What hidden trends do you see in the data that is on the spreadsheet?

» Based upon the sales numbers already entered, can you predict how the next couple of
quarters will look like?

CoPilot can even create new visualizations of the data and any projections by simply asking it.
No need to waste time in trying to figure out what the X and Y axes should be. You can even ask
it different “what if scenarios” and use that to provide solid recommendations to your higher
ups.

Microsoft PowerPoint:

This has been the predominant tool used by businesses in order to create presentations. But
just like Excel, this product has also become quite advanced, and it can take quite a bit of time to
figure out how to create the best presentation possible. With CoPilot, all of these headaches are
taken away from you. All you have to do is ask it to create a presentation based upon the data
and content that you feed into, and minutes, you will have a compelling presentation to give in
order to close that sales deal. Here are some of the other things that CoPilot can also do:

» Condense long presentations into shorter ones;
Adjust layouts;

Reformat content and other visuals;

Fine tune the timing of animations.

Y V VY

The Other Applications Of CoPilot

Apart from the primary Office Product offerings in M365, CoPilot can also be used for the following
subscriptions as well:

1)

3)

CoPilot In Teams:

When the COVID-19 pandemic hit, video conferencing became all of the rage. Now that it is
more or less over, the one package that stands out from the rest of the crowd is that of
Microsoft Teams. When CoPilot is used here, you can automatically launch meetings, have
minutes taken, and even have the entire conversation recorded for future reference. CoPilot can
also summarize the video conference call for you, and create a list of both follow and action
items for the people on the call.

CoPilot In Loop:

This is a new software tool from Microsoft, and it is deemed to be one of the most sophisticated
collaborative platforms out in the market today. CoPilot now kicks this up one more notch by
creating the appropriate prompt queries, creating tables to help organize team projects, and
even letting you take off where your teammates left off. In other words, it becomes like your
assistant Project Manager.

CoPilot In Whiteboard:
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This software package does exactly as its title implies. But rather than using the traditional wall
mounted whiteboard and the dry erase markers, it is all done virtually. With CoPilot being used
here, you can ask it to create diagrams and other sorts of visuals, and it can even capture the
ones that are most important for your project, for future reference.

CoPilot In Windows:

At this level, it helps you to make sure that either your Windows 10 or 11 OS is running at peak
condition, and remains fully optimized at all times. A big benefit here is that CoPilot can be used
to keep up with the latest Microsoft Patch Updates.

CoPilot In Security:

This is a different version of CoPilot, in that it is designed mainly to protect your Windows 10 or
11 OS, or even your Azure cloud deployment. It will detect any unusual patters of network
activity that originates from your device, and can even help to mitigate the risks of you becoming
the next victim of a Cyberattack.

CoPilot For Security And Cybersecurity

Microsoft CoPilot has been designed primarily for the CISO and their corresponding IT Security teams. It
can fit and be used by all kinds of businesses, from the smallest of the small to the largest of the large. It
is meant to give you give the latest on the Cyber Threat Landscape, so that you can stay one ahead of
the Cyberattacker. Here are some examples as to how it can help you in that regard:

1)

A one stop shop for viewing:

Many businesses of today are using many kinds of security tools and technologies from a
plethora of different vendors. But in the end, using too many of them will only increase your
attack surface, thus making it that much easier for the hacker to penetrate into. Therefore, the
latest advice is to try to conduct a Risk Assessment as to where all of your security devices lie at,
and from there, regroup them as to where they can be best used. By doing this, you will also
shed some redundant tools and technologies as well. CoPilot For Security can help you map all
of this one holistic view, so that not only you can document where everything is at, but even get
a detailed visual on it so that you can map your new strategy accordingly. Also, it can take all of
the information and data that is provided by your log files, and sift through all of them. From
there, it can provide those pieces that are most relevant and important to your IT Security team,
by filtering out all of the noise. That way, you can get a very quick view into any kind of
abnormal activity (such as an unusual amount of logins), and even ask CoPilot For Security for
recommendations on what to do. This is where the Generative Al component comes into play.
In fact in some ways, this can be a total replacement for your SIEM software package/

A decrease:

The average time it takes for an average sized business to actually detect and respond to a threat
variant is now pegged at seven months. This is reflected in the “Mean Time To Detect” (“MTTR")
and the “Mean Time To Respond” (“MTTR”) metrics. Given the deep level of sophistication that
CoPilot For Security clearly demonstrates, it is highly expected that this large time gap will
eventually, over time, be brought to just a matter of a few hours. As a result, the cost it takes to
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subscribe to this platform is just a fraction of what a security breach will really cost you in the
end.

3) Training:

One of the reasons why there is such a huge shortage in the Cybersecurity Workforce today is
that hiring managers are very reluctant to have to train people who are college or trade school
graduates with little experience. But CoPilot For Security can help alleviate this to a large extent,
by actually providing actual training for new hires, by indoctrinating them into the details of your
IT and Network Infrastructure, as well as your Security Polices. Thus, this will free up time for
the senior members of your IT Security staff to focus on fending off the inbound threat variants
that are aimed at your business.

4) Get quick answers:

By using the power of Generative Al, you can ask CoPilot For Security just about anything Cyber
related, and it will give the most appropriate response. Here are some examples of this:

» Security Operations:

If you have a question about how to resolve an issue, you can directly speak into it (via
the powers of Natural Language Processing) and it will produce the right answers that
you need in just a matter of seconds. More details can be downloaded at the link below:

http://cyberresources.solutions/CoPilot Security WP/CoPilot SOC WP.pdf

> Device Management:

You can ask it the status of any device, and with the advancements made in Geo
Location, it will track it down and give you all of the information that you need about it.

> 1AM:

This is an acronym that stands for “Identity and Access Management”. Through this
methodology, you assign the rights, privileges, and permissions for all of your employees
to gain access to not only their own devices, but to shared resources as well. You can
use CoPilot For Security to keep a continuous watch on all of your user profiles and
accounts, in an effort to make sure that you are following the concepts of “Least
Privilege”. It will come in also very useful for monitoring Privileged Access Accounts (this
is where you assign super user level rights, permissions, and privileges), which is a top
prize for the Cyberattacker to go after.

» Data Management:

When it comes to this, this is a huge area in which CoPilot For Security can help you
with. Here are some examples:

*Making sure that you are coming into compliance with the data privacy laws such as
the GDPR, CMMC, HIPAA, CCPA, etc.
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*Making sure that the controls that you have in place are optimized in order to mitigate
the risks of data loss and exfiltration.

*Calculating a risk profile for each employee (based on past network activity) to
determine who could be a potential risk to your IT and Network Infrastructure.

*You can get a holistic of all of the above, through one console which is illustrated
below:

(@ntoso | Microsoft Purview @ Ty the new Microsoft Purview Q&

- D Security Copilot G X
@ Home Communication Compliance > Policies > Inappropriate text policy 1> Exportfiles | Exportreport L Download review activity
‘What content in the message was flagged as
Communication Pending 3¢  Resolved 12 Exports Gifts and Entertainment?
@ Compliance
. Filter set: Default v & Save This Teams meeting transcript occurred between
B overview Nestor Wilke and Grady Archie with subject about T1.
|= Body/Subject: All values  Date: Allvalues  Sender: Allvalues  Tags: All values  =° Add filter The Teams meeting was flagged by the Gifts &
3 policies and Stock if
& sens @ Resolve @ Summarize B> Notify - Tof 34selected NI Project Sync-20231016_163105-Mecting Recording Y2 X 11108 Conien o e Gl % Sntmabment e &
summary of this message is:
O Repons . ; + Nestor offers Grady “free complimentary vacation
0 > [ Subject Tags Sender urmery | ser Distoey on the company” which can constitute gifting in
the workplace
B solutions :
) ~ & Project Sync senceatno | Viewall
pe S In the context of the Stock Manipulation classifier, a
p f the message is:
Related 3 Project Sync-2023101... .. ~ summary of g
Transcrigt + The phrase “weak stocks” refers to Contoso's stock
& Information barriers o 1 have tried to rectify this .. .. T TR Nestor Wilke 1am doing it one minute. and may suggest Microsoft stocks vill increase in
o001 the near future
A + Mentions of weak stocks can be tied to 2
S Insider Risk Management () @ Unauthorized disclosure = uharris@contoso.com @ Grady Archie How about that Contoso stock price, right corresponding action done by an individual in the
QO00AS meeting and possible stock manipulation
a @3 Credit bureaus keep addin... ... adelevance@contoso.com @ Nestor Wilke With this P, ratio, i's crazy Sismonet 16 ey oo
000047
(] [ Money laundering nestorvilke@contoso.com .
Grady Archie And we know the forecast for next quarter so
0000:50
O = Gifts = wsmith@contoso.com
@ Nestor Wilke No more weak stocks Contoso to the moon
0O & Stock activity aadams@contoso.com 009054
Grady Archie I'm putting in a buy order right now
O [ Stock action today w kmartin@contoso.com 000101
N Wilke M
(m) & Customer complaints @ Ihernandez@contoso.com @ w"o’f‘;', ke HEB
(] @ Themergerisnotyetfin.. .. vdavis@outlook com Grady Archie Early retirement here | come
00101
o & 1 have disputed this acco.. Hpoae Qi o Grady Archie See you on the beach What content in the message was lagged as Threst Harassment,
000101 Regulatory Collusion categories detected?
0O @3 RE: Stock action today kmartin@contoso.com
Generate a simple summary
a The merger is not yet fin... % vdavis@outlook.com o
Ask a question about this message.
0O @3 I have disputed this acco.. ... wgonzalez@gmail.com (BSOS @ Summarize  Notify  Tagas -+ o B

(SOURCE: 2).

What Is The Microsoft Purview?

Another new tool that is available from Microsoft is called “Purview”. Essentially, it has many
functionalities to it that allows you to monitor and manage the datasets that are used by the Al
applications that you create and store in your Azure Cloud Deployment. We will review this in more
detail.

What It Is All About

In s nutshell, Purview can be considered as a unified governance system that allows you to manage all of
your datasets whether it is all in the Cloud, On Prem, or even in a Hybrid like environment, where part of
your IT/Network infrastructure is in a Private Cloud, and the other is at the physical site of your business.
You can get all of this from one unified view, with the following functionalities:

> You can get a birds eye view of all of your datasets, as well as a version of history of how the data
was collected and used. You can even utilize the mapping function to see the location of where
all of your database servers are located at. The advantage of this is that if you are ever asked
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about the location of your datasets by a regulator and/or auditor, you will be able to answer
them in a matter of minutes.

> Hire data specialists to manage your datasets on a real time basis, following the principles of
Least Privilege and Privileged Access Management (PAM).

» Even allow your own customers to view their own data sets, with of course the right access
being granted (most likely this will just be read level permissions).

All of this can be seen in the illustration below:

"tl Microsoft Purview (@ ) New Microsoft Purview portal ~ &° & ?
= a
= Sensitive interactions Sensitive interactions per app
o ; . .
Sensitive data shared with all Al assistants grouped by sensitive information type Total number of prompts containing sensitive data shared with all Al assistants.
k=4
Copilot
2 1\ m 'mm m 318
Google Bard
¥ L LI E}
| o Bing Chat
& L LLLLLFY
A ChatGPT
NN s
=
= Copyai
qQ HEIk
B Crecit Card Number Bl U.S. Social Security Number (s5N) Bl U.S. Physical Addresses 3 more B Credit Card Number Bl US. Socia! Securty Number (sSN) Il US. Physical Addresses 3 more
Q
View Details View Details
B
R Top unethical use in Al interactions Insider risk severity per app
Unsafe or inappropriate interactions with Copilot for Micrasoft 365
E Copilot for Word
0 20054 Copilot
Copilot for Excel I S U 5.3
5] — — 1215 Google Bard
|1 11 P33
(& Copilot for PowerPoint
——— 5752 Bing Chat
= (L 11 JEN
Copilot for Teams
ChatGPT
— —— 311
= [l | BES
@ ® Turgeted harassment @ Threst @ Money laundering @ Stock manipulation @ Unauthorized disclosure Copyai
o 11 [N v

(SOURCE: 3).

The Functionalities of Microsoft Purview

The following are also available in Purview:

1) The Data Map:

As mentioned earlier, this gives you access to all of your data sets from one dashboard. This
includes the following:

*You can capture the data about your datasets (which is technically known as the “Metadata”);

*The Data Map is updated on a real time basis, even as more data is being ingested into your
VMs and VDs;

*Owners of datasets (such as your customers and employees) can custom create their own views
in order to see what they want about their PII.

2) The Data Catalog:
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*With this particular functionality, you can categorize and classify data into various formats, but
which are also compatible with the data privacy laws.

*You can create a glossary or even a dictionary about your datasets, which also allows for
tagging.

*Also, a detailed version history is kept of the datasets, from when it was first inputted into your
systems to what happened to it most recently. Through the custom configuration of the views,
data owners can see as much or as little information as they desire to.

3) The Data Estate Insights:

This tool has been designed specifically for the Chief Data Officers, and the other Data Stewards
that help to manage the datasets. From here, these individuals will be able to keep a closer eye
on malicious behavior that is happening to the PIl information and data, and make sure that
holes or vulnerabilities found in them are quickly remediated. In a way, these specialists can also
serve as a back up to the already burdened IT Security teams.

4) The Data Sharing:

The sharing of Pll datasets and other pieces of confidential information has always been a huge
security risk for companies. But given the digital world that we live in today, sharing this has
almost become a must. Therefore, Purview has functionalities that are embedded from within it
allow for the safe and encrypted transfer from one party to another. This tool also allows you to
centrally manage all of your datasets, and immediately terminate any sharing rights if anomalous
behavior is detected.

The Microsoft Purview Al Hub

Another component of Purview is known as the “Purview Al Hub”. The technical definition of it is as
follows:

“Microsoft Purview to mitigate and manage the risks associated with Al usage, and implement
corresponding protection and governance controls.”

(SOURCE: 4).

In other words, it is an all-encompassing tool deployed into your Azure Cloud Environment so that you
can keep a visual eye on what is happening with all of the Al based applications that run from within it.
From there, it will allow you to into compliance easily comply with the data privacy laws, of which Al is
now a large part of.

It comes with the following functionalities:

Sensitivity label creation.

Data classification creation.

Auditing features.

Content search for the outputs created by your Al apps.

eDiscovery for legal purposes.

Retention and deletion, based upon the data privacy law(s) that your company is bound to.

VVVYVYVYYVYYVY
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The Microsoft Purview Al Hub also integrates with CoPilot, and other third party of Large Language
Models (LLMs) that you may have deployed into your Azure Cloud Environment.

An illustration of it is below:

: - - o .
\ ft' Microsoft Purview (@ ) New Microsoft Purview portal & &
= Sensitive interactions Sensitive interactions per app
Sensitive data shared with all Al assistants grouped by sensitive information type Total number of prompts containing sensitive data shared with all Al assistants.
2
Copilot
2 Y S 0w
Google Bard
¥ L LI E}
I o Bing Chat
E L LI F
A ChatGPT
NN s
=
= Copy.ai
Q [ 18 1H]
M Credit Card Number [l US. Social Security Number (ssN) [l US. Physical Addresses 3 more I Credit Card Number [l US. Social Security Number (5SN) [l US. Physical Addresses 3 more
@
View Details View Details
B
B Top unethical use in Al interactions Insider risk severity per app
Unsafe or inappropriate interactions with Copilot for Micrasoft 365
B Copilot for Word
Jel 20054 Copilot
I I I 5 2k
Copilot for Excel
E-‘ I — 12151 Google Bard
| 1| F3%
@ Coplot for PowerPoint
— — — 5752 Bing Chat
= (L 11 JEN
Copilot for Teams
ChatGPT
I — — 3111
= 11| REN
p ® Turgeted harassment @ Threat @ Money bundering @ Stock manipulation @ Unauthorized disclosure Copy.ai
a

B 1 JEN

(SOURCE: 5).

The Integration Of Microsoft Purview And Microsoft
CoPilot

So far in this whitepaper, we have provided an in-depth overview into what CoPilot and Purview are all
about. One of the greatest common denominators between the two of them is that they are designed
to provide you with information and data to make you and your team more productive, and also provide
the ability to be more proactive about the getting the tasks that need to get done ahead of schedule. In
this regard, you can use both of these tools in concert with another in order to not only further enhance
your Security Posture, but to also mitigate the risk of becoming a victim of a massive Cybersecurity
Attack.

You can use them in two different ways, which are as follows:

1) Copilot in Microsoft Purview Embedded Experiences:

With this tool, CoPilot is actually embedded into Purview. This is what you would use to help
shore your lines of Cyber Defenses.

2) Copilot in Microsoft Purview Standalone Experience:

10|Page



This is an actually a standalone tool, and works in ways similar to that of ChatGPT, but on a much
more powerful level. For instance, you can directly ask it questions, and it will give answers, in a
wide variety of ways, which includes text, audio, images, video, etc. But, it is important to note
that it focuses primarily on the datasets that you are using for Al applications that you have
created and are hosting in Microsoft Azure.

We will review these in both in more detail in the next two subsections.

Copilot in Microsoft Purview Embedded Experiences

Using this, you can accomplish the following:

» Data Loss Prevention:

Using the features that are available in Microsoft Azure, you can help to insure that your Al Apps
are as fortified as possible in order to mitigate the risks of Data Exfiltration Attacks from
happening. By using these tools and the strategies that you create, this is collectively known as
“Data Loss Prevention”, or “DLP” for short. It can be technically defined as follows:

“Data loss prevention is a security solution that identifies and helps prevent unsafe or
inappropriate sharing, transfer, or use of sensitive data. It can help your organization monitor
and protect sensitive information across on-premises systems, cloud-based locations, and
endpoint devices. It also helps you achieve compliance with regulations such as the Health
Insurance Portability and Accountability Act (HIPAA) and General Data Protection Regulation
(GDPR)”

(SOURCE: 6).

Some of the best practices for a DLP program include the following:

*|dentify and classify sensitive data.

*Make use of data encryption.

*Implement your DLP strategy and solution in phases, don’t do this all at once.
*Implement a patch management strategy.

*Follow the concepts of Least Privilege, Privileged Access Management, Role Based Access
Control (also known as “RBAC”).

*Try to automate the routing tasks as much as possible, by making use of Generative Al.
*Use anomaly detection to detect any unusual or anomalous types of network traffic behavior.

*Establish Key Performance Metrics (also known as “KPIs”) to make sure that your DLP strategies
and solution remain optimized at all times.

Equally important is to create alerts and warnings on a real time basis, to alert you of any
potential Data Exfiltration Attack that could occur. With this “Embedded” tool, this is very easy
and quick to deploy. For more information on this, click on the link below:
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https://learn.microsoft.com/en-us/purview/dlp-alerts-dashboard-get-
started?tabs=purview#investigate-a-dlp-alert

An example of using CoPilot and Purview together to create your DLP strategies and solution is
illustrated below:

Q © D B oot x + -

Rt Alert: DLP policy match for document ‘Q2-Customer
Alerts Data.xlsx’
B 0ot Loss Prevention
L export () Refresh Details  Eyert
Fiter 7 Reset 53 Fiters

D Alert summary by Security Coplon

Time range: 1/23/2023-2/15/2023 ~  User Any Aert status: Amy Alert severity: Any
Aert name
60 Explorers V. (] OLP policy match for document ‘sales-strategy2023.d0c” In SharePoint
& >
O Clssifiers DLP policy match for document ‘resume_345.d0¢’ in ShacePoint
Sca
] DLP policy match for document ‘resume_345 doc’ in SharePoint
B agps [ OLP policy match for document ‘resume._345.doc’ in SharePoint

(] OLP policy match for document ‘resume_345.80¢" in SharePoint

B OLP policy match for document ‘Q2-Customer Data.xls Alert 10

085.05093281b42948
OLP policy match for document ‘employee agreement-2.doc” in SharePoint

7] L policy match for document ‘employee agreement:2.doc’ in SharePoint Alert status
Active
DLP policy maich for document ‘employee sgresenent-2.doc’ in SharePoint

Alest severity
DLP policy match for document ‘employee agreement-2.doc” in SharePoint

] OLP policy match for document ‘employee agreement-2.doc’ in SharePoint

Time detected
] OLP policy match for document ‘employee agreement-2.doc’ in SharePoint 3
] OLP policy match for 1 ‘employee agreement-2.doc’ in SharePoint

] DLP policy match for document ‘employee agreement-2.doc’ in SharePoint

(SOURCE: 7).

> Insider Risk Management:

This is probably of the greatest areas in which this platform can be of an asset to your business.
The term “Risk Management” is a very broad one, and it can have different kinds of connotation
associated with it, depending upon the industry you are talking about. But as it relates to
Cybersecurity, it can be technically defined as follows:

“Cyber risk management, also called cybersecurity risk management, is the process of
identifying, prioritizing, managing and monitoring risks to information systems.”

(SOURCE: 8).

While CoPilot can actually organize and show you all of the alerts that are coming to you from all
of your network security devices, it is Purview that actually help you triage them. So, when the
two are used together, you and your IT Security team can be assured that your should be greatly
mitigated from any security breaches happening.
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Below is an illustration of how CoPilot can organize and actually show you the alerts that are
received:

Insider risk management > User activity report (preview)

User activity reports

Activity included in reports is based on the policy indicators that are currently selected in insider risk settings. Learn more about activity reports

—+ Create user activity report 4items | O search S Filter
User Risk level Status Last updated Timeframe Related case
° AnonylS8-978 WEE High In progress a year ago 10/31/2020 - 12/12/2020 Case 884: (RO) Potential IP t...
° AnonyDB4-135 EEE Low Report ready a year ago 9/8/2020 - 10/7/2020 Case 893: (FO) Fotential IF th...
° Anony85KF-34DF WEE Medium Dismissed 2 year ago 9/7/2020 - 11/7/2020 Case 449: Potential IP theft
o AnonyJ4F3-53DF EEE None In progress a year ago 11/11/2020 - 12/13/2020 None

(SOURCE: 9).

Also, CoPilot will provide a detailed review of each alert, if you choose this functionality. An
example of what is presented can be seen in the illustration below:

B @ O I ook e x4 - 0 x
€ C (o fa) - O

D securiy Copilat 3 x
[ Home ~ (7bbc3040) Data theft by departing users sign @ Needsreiew | () Summarize | Digméss alart m
MBI tgh severity sk seore: JO7103 e reted on Sept 38, 2083 Alert sismmary
L] Insider Risk M; '
anagement X Thie alert with alert I Tobe3040 isa high severity
- Activity that generated this alert Triggering event User details User alert history Insider Bitk Management alert invohing Jane Doe
B e Data infitration: Files dewnloaded from urllowed site sapu2, 22100 Joeasicodiomicnshcom  Lem Mo that was detected on September 30, 2023. The policy

“Data theft

High severity | Sept 14, 2023 (UTE)

y departing usen” wat triggered when

| ateers the user submitted their resignation on September 28,
din 2 eveets where files
5 Cases e dowmloaded from an
et being generated
& Policies Redisce alerts for this activity The alert de review” state
& usens

Summary Activity explorer  User activity  Forensic evidence
(B Hotice templates: N

& Adaptive protection (preview) Risk f
B Solutions
o i it i i ivit Sequences of activity
Fasered & 1.9K exfiltration activities A High severity cumulative exfiltration activities detected from Mo sequences detected
) sr24-9/28

Ch Communication compliance

Files uploaded o coud starsge 1,180 Fila downlads from Fikes copled 0 SR Documants printed

; Mare vemts tan 35% of N than 32% of ot

n Daa Loss Fravension Micre eventi than #7% cthe. ether uieri wiert,
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(SOURCE: 7).

How Purview can triage these alerts in terms of their degree of severity is also illustrated below:

0y Copilat

e & & & @ & & & & & & 0 9® @ 9 ¥

(SOURCE: 9).

You should take the following steps when using Purview for triaging purposes:
1) Loginto the Purview Portal: purview.microsoft.com

2) Go to the “Insider Risk Management Solution”.

3) Inthe left navigation pane, select “Alerts”.
4) An “Alerts Dashboard” will now appear.

5) From the above, select the alert that you think needs to be triaged immediately.

6) From the “Alerts Details” page, you can do the following:
*Confirm the alert.
*create a new triaging case.
*confirm the alert, and even add it to an open case.
*Dismiss and cancel the alert.
*See the current status for the alert on a real time basis.
*Establish the alert risk severity level as “High”, “Medium”, or “Low”.

It is important to note that severity level that you assign to an alert could very well increase
or decrease over time if it is not addressed in time.
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If you have been impacted by a Cyberattack, once you have established the mission critical
operations, one of the next major activities that you will want to engage in is a Digital
Forensics examination. In this regard, this embedded platform can provide invaluable
information and data to aid the entire investigation process. This is illustrated in the diagram
below:

Case 449: Potential IP theft

@Adive mmm Low 25 riskscore

Resolve case Case actions q

Case overview  Alerts  User activity  Activity explorer  Forensic evidence Content explorer ~ Case notes  Contributors

Filter: Risk category: Any X Activity Type: Any X N Resetall a p

Sort by: Date occured
User activity scatter plot © Months 3 Months 1 Month
@ Deletion: Files deleted - .

Nov 24, 2022 (UTC) | Risk score: 75/100 | B View forensic HR event: HR event:

Resignation date Employment end

n Winde fzening set date
2 s with priority file extens including: docx ' '
'
| H
b (4) SEQUENCE: Files collected, obfuscated, P 100 H |
exfiltrated and cleaned up : ;
Nov 21, 2022 - Nov 24, 2022 (UTC) | Risk score: 90100 i |
50 events: Sequency nioa m SharePaint, renamed, i H
X X . I
5 2 abels applied, including: random name o . E E
. ' i
ive info, including: Credit § i |
) ' I
sent to 1 unallowed domain (Explore % ~ i 1
Files with priority file extensions, includir : H
conten
b =

Files printed

Files containing sensitive info, including: Credit Cards

2 plare | :

| |

H 1

@ Exfiltration: Files printed E H \
a0 : |

2022 (UTC) | Risk score: 45/100 | =2 View forensic . | E

2 '

2 I

)

@ Obfuscation: Files renamed
Nov 22, 2022 (UTC) | Risk score: 32/100 | & View forensic

nfo, including: Credit
ions, including:

Dec1, 2022

doox, tit

Jan 1, 2023

12 events: Files with priority file extensions modified, including: - B Access M Deietion M Collection B exfitration B infitration B Obfuscation W Security @ Sequence @ Cumulative Exfiltratior

(SOURCE: 9).

The numbers in the above illustration are represented by the following:

#1-> The Case Actions that have been taken.

#2-> The chronology of the Risk Activity that are associated with the alert.

#3-> Filter and Sorting for the following: Risk Category; Activity Type; Sort By.

#4-> Time Filters for sorting and seeing the different stages in which the alert went through.

#5-> The Risk Sequence, which is an examination of the activities that led the alert to be created
in the first place.

#6—> The Risk Activities and details that are associated with the alert.

#7-> The Risk Activity Legend, which is simply a color-coded legend which you can use as a
reference for all of the Risk Activities that are associated with the alert.
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The illustration below summarizes how the Embedded Platform creates the alerts, which are fed
into CoPilot, then subsequently Purview:

How alerts are generated

2 — h— 00— & — &

Settings configured

Settings refined to
meet your org's
insider risk
management strategy
and deployment.

Example settings:

+ Privacy preference
Risk activities (aka
"indicators”) to
detect and exclude
» Domains to

include or ignore

Policy created

Policies determine:

* Whose activity to
detect
What activity to
detect (defined by
selected
indicators)
Which events will
trigger the policy
to start evaluating
a user's activity

Triggering event
occurs

Triggering event
determines when to
actively start
evaluating a user’'s
activities.

Example events:
+ Resignation date
assigned
+ Exfiltration activity
performed
+ Risky website
accessed

User activity
evaluated and scored

User's activities are
assigned risk scores
based on factors like:
+ Type of activity
+ Threshold defined
for the activity
* User's history

Alert generated

Alert appears if the
user performs an
activity that exceeds
the threshold
specified in the policy.

(SOURCE: 9).

More details about how you use the Insider Risk Management Functionality can be accessed at
the link below:

https://learn.microsoft.com/en-us/purview/insider-risk-management-activities?tabs=purview-
portal#fuse-the-copilot-button-to-summarize-an-alert

» Communications Compliance:

For any business, getting into line with the Federal Regulations and Mandates is now a must,
especially with the Data Privacy Laws, such as those of the GDPR, CCPA, etc. However, there is
still a great deal of confusion as to what “Compliance” is really about. As it relates to
Cybersecurity, it can be technically defined as follows:

“Cybersecurity compliance refers to adhering to standards and statutory requisites set by
entities, law or governing bodies. Companies handling digital assets need to implement controls
and security practices to minimize the risk to sensitive data.”

(SOURCE: 10)
As you can see from the above definition, Cyber Compliance is primarily twofold:

*Ensuring that the right controls are put into place to protect the datasets from an Exfiltration
Attack.
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*In turn also ensuring that you brand and reputational image remains strong even after a
Cyberattack, by coming into line with the data privacy laws, as just previously mentioned.

In this regard, the Embedded Platform can help you and your IT Security team to achieve the
above two objectives, and much more. For example, much of the processes are now automated
when it comes to reviewing Compliance Alerts, Compliance Reports, etc. with the end result of
coming to a resolution on any open cases. One of the main advantages to this kind of approach
is that you will have both a record and audit trail that can be presented to a regulator of a data
privacy law in case your business is ever audited by one.

With the Embedded Platform, a majority of this is now being down with what is known as
“Prompt Engineering”. This is where you simply enter in the right keywords in order to find
exactly what you are looking for, in this case it would most likely be a Compliance Report that
needs further investigation in order for it to be fully resolved.

One of the most important and useful functionalities that you will find by using the Embedded
Platform is for the quick filtering of Compliance Reports. Before you can start to search for
Compliance Reports, you first need to configure the Filtering mechanism. To do this, follow
these steps:

1) Loginto the Purview Portal: purview.microsoft.com
2) Navigate to the to the “Communication Compliance” solution.
3) Inthe left navigation pane, select “Policies”.

4) On the above page, select either the “Pending” or “Resolved” tab to display the items for
that you want to filter for.

5) Select the “Filters” button.
6) Select the appropriate “Filter For” checkboxes, when you are done with that, select “Apply”.

7) To save what the Filter Query for future uses, , select the “Save The Query” button. Also
make sure to enter a specific name for the Filter Query. This is illustrated below:
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Filter

You can customize the filter, choose filter sets, and save them as the default filter.

B Body/subject
u Date
Severity
File class
Has attachment
Item class
Recipient domains
Recipients
Sender
Sender domain
Size

Subject/Title

Apply Cancel

(SOURCE: 11).

For more details, and how to automate the Compliance process by using Prompt Engineering,
click on the link below:

https://learn.microsoft.com/en-us/purview/communication-compliance-investigate-
remediate?tabs=purview-portal#summarize-a-message-by-using-copilot-in-microsoft-purview

If the need ever arises, you can also get a holistic view of all of the Compliance Reports that the
Embedded Platform has created. This is illustrated below:
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(SOURCE: 7).

E-Discovery Cases:

One of the most powerful assets (along with many others) that any M365 possesses are the
eDiscovery tools. A technical definition of eDiscovery is:

“eDiscovery is the process of finding and collecting electronic data for use in legal proceedings.
The data can be stored anywhere, including on computers, servers, email systems and cloud-
based storage systems. Once retrieved, you might then need to deliver the data as evidence.”

(SOURCE: 12).

When you are searching for documents that can be used for evidence, the Embedded Platform
gives you four different choices in how it can be presented. They are as follows:

*The Source View:

This option is the best view of a selected document. It can support hundreds of file types,
ranging from Microsoft Office files, Microsoft Teams chats, Excel formulas, and PowerPoint
notes.

An example of this is illustrated below:
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Source  Plaintext  Annotate  Metadata

@ Show pinned metadata

Excel powerview ~ £ search
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Page Layout Help

o | [0 Je A K| ZEE §e
@ D% B I UDa@EH.-&.A- === B8 v $+% 9 > Editing
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Clipboard
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I = | 1 | . .
= Sheetl PowerViewl PowerView2z Power View3
Workbook Statistics - Give Feedback to Microsoft = 100% +

Tag

(SOURCE: 13).

*The Plain Text View:

This option provides a view of extracted text of any file that you select. But, as its name implies,
images and formatting are not included, but the advantage of this is that it allows you to
understand content quickly. It also includes a line counter so that you can make notations in the
text, and you can conduct quick keyword searches using the scrollbar. An example of this is
illustrated below:
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Source  Plaintext Annotate  Metadata

(@ ) Show pinned metadata
1 Building the Contoso Mark 8
2 Quadcopter and state of the art camera
3
5
6 1
8 What is the Contoso Mark 8?
9 The latest in quadcopter technology combined with award winning Contoso camera technology
10 With an easy to use flight system, state of the art camera, and more, the Contoso Mark 8

lets everyone elevate their creativity.

11 Our latest technology has an effective transmission distance of up to 8.9mi while still
delivering 1080p video and FPV views

12 A new camera with a 1-inch 25-megapixel sensor capable of shooting 4K video at 6@fps and
stills at a 20 fps Burst Mode.

18 2

2e Development Milestones

October 2017 - Project team formed
November 2017 - Functional spec written
January 2018 - Prototype completed

March 2018 - Parts suppliers confirmed

May 2018 - Initial manufacturing complete
October 2018 - Units delivered to retailers
November 2018 - Contoso Mark 8 Launch
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(SOURCE: 13).

*The Annotated View:

This option is used primarily to apply markup on a selected document. Some of these include:
- Select annotations: mark certain pieces of content to be deleted.

—>Select text: Select any text for further viewing.

—->Area redactions: Draw a box around sensitive content to hide it.

- Pencil: With your hand, highlight certain areas of the content.

—>Toggle annotation transparency: This will make selected pieces of content to appear “hidden”,
but not redacted.

- Previous page: Go to the previous page.
- Next page: Go to the next page.

—>Go to page: In the search box, type in page number to navigate to.
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->Zoom: Set the zoom level for annotated view.
- Rotate: Rotate the document by 90 degrees, 180 degrees, or 360 degrees.

An example of this is illustrated below:

Source  Plaintext  Annotate  Metadata

(@ ) Show pinned metadata

B I B~

Development Milestones

October 2017 - Project team formed
November 2017 — Functional spec written
January 2018 — Prototype completed
March 2018 — Parts suppliers confirmed
May 2018 — Initial manufacturingcomplete
October 2018 — Units delivered to retailers

November 2018 — Contoso Mark 8 Launch

~ w3 ofd @ B

©

Tag

(SOURCE: 13).

*The Metadata View:

This option allows you to view “the data about the data” that resides in the document. For
example, Metadata panel can be used to an be toggled on or off to display the various
metadata. An example of this is illustrated below:
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Source  Plaintext Annotate  Metadata

'@:3 Show pinned metadata

J2 Search metadata name

Case ID 7d274412-d8c2-41a3-bb5a-11fc2f1a5d2a

Cc

Comments

CommentsList

Compliance labels

Compound Path https://ediscosdf.sharepoint.com/sites/TesteDiscovery/Shared Documents/Building the Contoso Mark 10-1.pptx
ContainsDeletedMessage false

ContainsEditedMessage false

ConversationFamilyld c7ccc937e8d8746151f2e4907be353bf46fe77b0dffbb87¢19551535{94d30¢8

Conversation ID

Conversation index

ConversationPdfTime

ConversationRedactionBurnTime

Conversation topic

ConversationType

Created Time 2022-10-19T14:03:31Z
Custodian

Date 2020-09-09T23:00:27Z

DocAttachmentContentID

Doc company

Tag

(SOURCE: 13).

*The CoPilot View:

Using this option, you can use Prompt Engineering to search for exactly those documents that
you need for your eDiscovery case. An advantage of this is that since Generative Al power it, you
can also get a “Contextual Summary” as well. An example of this is illustrated below:

‘D Copilot activity

Summarize the document “Chandrayaan 3 changes”

Message summary
Aug 01, 2023 2:41 AM

Chandrayaan is India’s lunar exploration program. The Chandrayaan-3 mission is India‘s third lunar
mission, which made several changes and improvements from the previous mission, Chandrayaan-2.
The major changes included strengthening the legs of the lander, enhancing fuel reserves, and
expanding the landing site.

Al generated. Verify for accuracy. éo

(SOURCE: 13).

An example of the Contextual Summary that can be generated is illustrated below:
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(SOURCE: 7).

An example of how Prompt Engineering is used in this regard is illustrated below:
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For more details on how to use eDiscovery with the Embedded Platform, click on the link below:

https://learn.microsoft.com/en-us/purview/ediscovery-view-documents-in-review-set#copilot-
activity-view

Copilot in Microsoft Purview Standalone Experience

With this tool, not only can get most of the functionalities from the Embedded Platform, but there is also
a special emphasis on the use of what are known as “Promptbooks”. This can be technically defined as
follows:

“[It is] a series of prompts that have been put together to accomplish specific security-related tasks. They
can function in a similar way as security playbooks—ready-to-use workflows that can serve as templates
to automate repetitive steps—for instance, with regard to incident response or investigations. Each
prebuilt promptbook requires a specific input (for example, a code snippet or a threat actor name).”

(SOURCE: 14).
Examples of various Promptbooks are covered in the next four subsections:

» The Security Breach Investigation:

With this, you are primarily using either Microsoft Defender, or its associated XDR plug in. This is
illustrated in the example below:
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B Microsoft Sentinel incident investigation

Get a summary of an important secunty inadent, along with related alerts, entities, and inteligence.

Sentinel Incident ID

Prompts (9)

Summarize Sentinel incident <SENTINEL_INCIDENT _ID=

List the alerts on that incident.

Tell me about the entities associated with that inadent.

What is the reputation score for the IPvd addresses on that incident?

Show the authentication methods setup for each user involved in that incident. Especially indicate
whether they have MFA enabled.

Check sign-in logs for the users on that inadent. Include an offset in hours from the date on the
incident to when the login occurred.

If a user is listed in the incident details, show which devices they have used recently and indicate
whether they are compliant with policies.

If any dewvices are listed in the previous output, show details from Intune on the one that checked
in most recently. Especially indicate if it is current on all operating system updates.

Write an executive report summarizing this investigation. It should be suited for a non-technical
audience.

(SOURCE: 14).

26|Page




» The Theat Actor Profile:

You can use this option to any existing threat intelligence about the actor, including known tools,
tactics, and procedures (TTPs) and related items. Also, corrective actions for remediation are
also provided. It can also create a report that is non-technical in nature, so that all intended
recipients can easily understand it. An example of this is illustrated below:

B Threat actor profile

Get a report profiling a known actor with suggestions for protecting against common tools and tachics.

hh reat actor name

Prompts (B)

Provide me with a profile summary of <THREATACTORNAME>

Are there known TTPs for this threat actor?

If there are Tl articles related to this threat actor, provide a list and summary of them & include
links

If there were Tl articles found, what recommendations does the first article in the list have for
protecting against this actor?

Is this threat actor known to have exploited any CVEs?

Summarize the threat actor, TTP, and recommendation insights into an executive report. It should
be suitable for a less techmical audience.

(SOURCE: 14).

» The Suspicious Script Analysis:

This option can be used to examine any backdoors that have been left behind in the scripts that
have been created by PowerShell or the Command Line in the Windows Operating System. An
example of this is illustrated below:
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O Suspicious script analysis

Get a suspicious script analysis and related intelligence report.

Script to analyze

Prompts (9)

The following script was found as part of a potential security incident. Explain what this script
does step by step and infer the intent. Also note any actions expressed that could be malicious in
nature including destructive activities, stealing of information or changing of sensitive settings
<SNIPPET>

Is this scnipt malicious?

Provide the reputation of any IPs or hostnames found.

Hawve any users downloaded this scnpt?

Are there any IPs or URLs included in this script? If so, have users accessed them?

Are there any threat intelligence articles that reference the I0Cs that were found?

Show me the profiles of any threat actors referenced.

If this script was malicious, what are the recommended policy changes to protect against it?

Write me a report that summarizes the findings from the investigation. It should be suitable for a
non-technical audience.

(SOURCE: 14).

» The Vulnerability Impact Assessment:
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With this option, you can enter in a CVE (this is an acronym that stands for “Common
Vulnerabilities and Exposures”) number or even a name of a known vulnerability. You will then
receive more information and data, and from there, recommendations will be provided on how

to mitigate this threat from impacting your business. You can also get a summarized report as well.
An example of this is illustrated below:

B Vulnerability impact assessment

Get a report summanzing the intelligence for a known vulnerability and how to address it.

[CVEID

Prompts (6)

Summarnze <CVEID>

List the technologies affected by this vulnerability

If there are Tl articles related to this CVE, provide a list and summary of them.

Are there any threat actors known to be associated with this CVE? If so, summarize what we know
about them.

What mitigations can | put in place to defend against <CVEID>

Write me an executive summary report for the vulnerability, threat actor insights, and
recommendations for someone who is less technical.

(SOURCE: 14).
NOTE: More information about the CVE can be found at this link below:

https://www.cve.org/

More information about this platform can be accessed at the link below:

https://learn.microsoft.com/en-us/copilot/security/using-promptbooks#what-are-promptbooks
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How To Launch Purview Into CoPilot

If you want to launch Purview into CoPilot, follow these steps:

1)

2)

Make sure that you have at least “Owner Permissions” in CoPilot. For more information on how
to confirm this, click on the link below:

https://learn.microsoft.com/en-us/copilot/security/authentication#faccess-copilot-for-security-
platform

Go to:

https://securitycopilot.microsoft.com/

Open the “Microsoft Copilot for Security” tool bar. This is illustrated below:

Microsoft Copilot for Security

(SOURCE: 15)
Click on “Owner Settings”.

Switch this into the “On” Position: “Allow Copilot for Security To Access Data From Your
Microsoft 365 Services”.

At the Prompt bar, click on “Sources”. This is illustrated below:

2

(SOURCE: 15).

The “Manage Plugins Page” will now appear. From here, set the “Purview” Toggle to “On”.

You will now need to confirm that Purview is set up to have all of the capabilities to perform the
tasks that you need it to do. To do this, click on the “Capabilities Control” button, which is
illustrated below:

Now, select “See all System Capabilities” to see what you have. Some examples of what you
should have include the following:
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» “Get Data Risk Summary

» Get User Risk Summary

» Summarize Purview Alert

» Triage Purview Alerts

» Zoom into Purview Data and User Risk”

(SOURCE: 15).

Examples Of Prompt Engineering

As was reviewed earlier in this whitepaper, Prompt Engineering is a key component when you make use
of Purview and CoPilot together. For a quick tutorial on this, click on the link below:

Some examples of good Prompts include the following:

» “Show me the top five DLP alerts from the past 24 hours.

» Summarize the DLP alert with ID <12345>.

> What's the risk profile of the user that's associated with the DLP alert <12345>.
» Show me the top five Insider Risk Management alerts from the past 24 hours.
» What items did user <user> exfiltrate in the past 30 days”.

(SOURCE: 15).

Conclusions

Apart from what was reviewed in this whitepaper, the Purview and CoPilot will also let you achieve the
following for your business:

> Detect insider risk, which is the threat of unauthorized or malicious actions by employees or
contractors who have access to sensitive data.

> Query for sources, schemas, classifications, and policies.
> Make recommendations for “Code Snippets: for accessing and processing data in your M365

subscription.
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Alert your IT Security team to any potential violations of data policies or best practices, such as
accessing sensitive data without proper authorization or encryption.

Enforcing your Security and Data Policies and Best Practices.

Generating logs files and filter for certain types of data access and usage, such as who, what,
when, where, and how data was accessed or modified.

If you are interested in using Purview and CoPilot together for your business, please contact us.
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