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HELLO, AND WELCOME TO THIS COURSE. IN THIS CLASS, WE WILL REVIEW WHAT
PHISHING IS ALL ABOUT, AND HOW TO MITIGATE THE RISK FROM YOU BECOMING
A VICTIM. ALSO, WE WILL DISCOVER HOW GENERATIVE Al IS NOW,
UNFORTUNATELY, BEING USED BY THE CYBERATTACKER, IN ORDER TO CRAFT EVEN
MORE CONVINCING, MALICIOUS EMAILS.

YOU WILL BE ASSIGNED A LETTER GRADE IN THIS CLASS; THE GRADE YOU WILL
RECEIVE WILL DEPEND UPON HOW MUCH YOU PARTICIPATE. PARTICIPATION ALSO
INCLUDES ASKING QUESTIONS IN THE CHAT WINDOW.

THIS COURSE IS DESIGNED TO BE IN AN OPEN FORMAT, AND IF YOU HAVE ANY
QUESTIONS (WHICH IS AGAIN, VERY HIGHLY RECOMMENDED), PLEASE DON'T
HESITATE TO ASK. | WILL ALSO BE AVAILABLE FOR HELP EVEN AFTER THIS CLASS IS
OVER. THE SYLLABUS HAS MY CONTACT INFORMATION.



WHILE MOST OF US HAVE HEARD OF PHISHING TO SOME DEGREE OR ANOTHER,
SOME OF US MAY NOT HAVE HEARD OF IT BEFORE. THEREFORE, A DEFINITION

OF IT IS AS FOLLOWS:

“PHISHING IS THE PRACTICE OF SENDING FRAUDULENT
COMMUNICATIONS THAT APPEAR TO COME FROM A LEGITIMATE AND
REPUTABLE SOURCE, USUALLY THROUGH EMAIL.”

SOURCE:

IN OTHER WORDS, YOU ARE RECEIVING AN EMAIL MESSAGE THAT LOOKS
LEGITIMATE, BUT IS ACTUALLY SPOOFED, IN ORDER TO TRICK YOU INTO
SUBMITTING YOUR CONFIDENTIAL AND PRIVATE INFORMATION. FROM HERE,
THESE CAN THEN BE USED TO LAUNCH COVERT AND EVEN MORE MALICIOUS

ATTACKS, SUCH AS THAT OF IDENTITY THEFT.



https://www.cisco.com/c/en/us/products/security/email-security/what-is-phishing.html

ALTHOUGH PHISHING IS ONE OF THE
MOST COMMONLY USED THREAT
VECTORS OF TODAY, IT IS STILL ACTUALLY
QUITE OLD, HAVING ITS FIRST ORIGINS
BACK IN THE EARLY 1990S.

L??Oli(?ggrggigg Phishing groups start Bitcoin launched,

AOL in'which to create spoofed and Phishing
websites, attacks spike,

impersonating causing almost $930

PayPal and eBay. million in damages.
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impacted.

The term Phishing Pop windows start
became official, appearing in web
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by a group called

“AOHell".



THE HISTORY OF PHISHING, CONTINUED:

Phishing groups start to hide images

behind source code. Canada is the This has been deemed to be the worst

next major country to be hit with time period for Phishing attacks,
Phishing becomes the primary means in Phishing, with 85% of them claiming primarily fueled by the COVID-19
which to deploy Ransomware. they have received a suspicious email. pandemic.

—

Phishing groups use the “HTTPS” Phishing emails now target using gift
protocol in which to host fake site. cards.

SOURCE: )


https://www.getcybersafe.gc.ca/en/resources/history-phishing

THE "TRADITIONAL"
NUANCES OF A PHISHING
EMAIL INCLUDE THE
FOLLOWING:

UNRECOGNIZABLE SENDER: THIS IS WHERE YOU
SIMPLY CANNOT RECOGNIZE THE SENDER OF THE
EMAIL. EVEN SEARCHING IN GOOGLE DOES NOT
YIELD ANY TANGIBLE RESULTS.

OFF SUBJECT LINE: VERY OFTEN, THE SUBJECT OF THE
EMAIL WILL LOOK STRANGE AT FIRST GLANCE.

DIFFERENT REPLY-TO ADDRESS: WHEN YOU GET AN
EMAIL, YOU CAN NORMALLY SEE THE EMAIL
ADDRESS OF THE SENDER. AND, WHEN YOU HIT
REPLY, THIS EMAIL SHOULD STILL BE THE SAME. BUT
IN' A PHISHING EMAIL, THE REPLY-TO ADDRESS WILL
BE COMPLETELY DIFFERENT.




THE "TRADITIONAL"
NUANCES OF A PHISHING
EMAIL INCLUDE THE
FOLLOWING, CONTINUED:

MISSPELLINGS: THIS WAS ONE OF THE MOST OBVIOUS
CLUES TO A PHISHING EMAIL. HOWEVER, WITH GENERATIVE
Al TODAY, ESPECIALLY THAT OF CHATGPT, THIS IS NO LONGER
THE CASE.

MISMATCH IN THE LINKS: MOST PHISHING EMAILS WILL
HAVE SOME SORT OF URL IN THEM FOR YOU TO CLICK ON.
BUT WHEN YOU HOVER YOUR MOUSE OVER IT, A DIFFERENT
URL WILL APPEAR.

A SENSE OF URGENCY: MOST PHISHING EMAILS WILL HAVE A
SENSE OF URGENCY FOR YOU TO ACT QUICKLY.




THE "TRADITIONAL"” NUANCES
OF A PHISHING EMAIL
INCLUDE THE FOLLOWING,
CONTINUED:

UNKNOWN DOWNLOADS: MOST, IF NOT ALL PHISHING EMAILS
WILL USUALLY HAVE AN ATTACHMENT URGING YOU TO
DOWNLOAD IT. THIS WILL OFTEN COME IN THE FORM OF
.DOC, XLS, .PPT, AND .TXT, AND .PDF EXTENSIONS.

SHORT AND SWEET: FILLED WITH MISSPELLINGS, THE BODY OF
THE PHISHING EMAIL MESSAGE WILL OFTEN BE TO THE POINT
AND “CUNNING".

A SENSE OF ACTION: THE PHISHING EMAIL COULD ALSO URGE
YOU TO TAKE A CERTAIN COURSE OF ACTION, WITH A
SPOOFED LINK TO FOLLOW. THIS WAS CLEARLY EVIDENT
DURING THE COVID-19 PANDEMIC.

TOO GOOD TO BE TRUE: THE PHISHING EMAIL COULD
CONTAIN CONTENT THAT SOUNDS “TOO GOOD TO BE TRUE",
SUCH AS YOU HAVE WON A CONTEST WITH A LOT OF MONEY.




HERE IS AN ILLUSTRATION OF THE WARNING SIGNS OF A PHISHING EMAIL:

From: The College of William & Mary <Chns. Phillips(@nau. edu: Clue 1: The actual
Date: Fri, Jun 14, 2013 at 5:08 PM "From"* address is NOT a
Subject: Y our e-mail will expire soon! W&M account

To:
Clue 2: Nobody is

listed in the "To" field Clue 3: W&EM email doesn't expire unless
Dear User, you are leaving the College

Your e-mail will expire soon. / Clue 4: Upgrades to the email

system are done by WaM IT
To avoid any interruption please click the link below and upgrade your e-mail engineers. You will not be asked
o perform an upgrade.

Clue 5: W&M IT has recently begun
signing autc-generated emails with a
name of a current IT staff member
This is a generic signature

Click Here to upgrade

The College of William & Mary

SOURCE:


https://www.wm.edu/offices/it/news/use-the-clues.php

THERE ARE MANY DIFFERING KINDS OF PHISHING
ATTACKS, AND HERE IS MOST OF THEM:

SPEAR PHISHING

VISHING

EMAIL PHISHING

HTTPS PHISHING
PHARMING

POP-UP PHISHING

EVIL TWIN PHISHING
WATERING HOLE PHISHING




THERE ARE MANY DIFFERING KINDS OF PHISHING
ATTACKS; HERE IS MOST OF THEM, CONTINUED:

WHALING

CLONE PHISHING
DECEPTIVE PHISHING
SOCIAL ENGINEERING
ANGLER PHISHING

SMISHING
= MAN-IN-THE-MIDDLE (MTM)
e - e o ATTACKS

This Photo by Unknown Author is licensed under CC BY-NC-ND



https://fanaticosdelhardware.com/author/jawss/page/2/
https://creativecommons.org/licenses/by-nc-nd/3.0/

THERE ARE MANY DIFFERING KINDS OF PHISHING
ATTACKS; HERE IS MOST OF THEM, CONTINUED:

WEBSITE SPOOFING
DOMAIN SPOOFING
IMAGE PHISHING

SEARCH ENGINE PHISHING

BUSINESS EMAIL ComPROMISE (BEC)
ATTACKS




SPEAR PHISHING DEFINITION

IT IS OUT OF THE SCOPE OF THIS COURSE TO GO OVER EACH ONE OF THE
PHISHING ATTACKS, SO WE WILL ONLY REVIEW THE MOST COMMON ONES OF

TODAY.
SPEAR PHISHING IS TECHNICALLY DEFINED AS FOLLOWS:

“SPEAR PHISHING IS A TARGETED FORM OF PHISHING SCAM IN WHICH
CYBERCRIMINALS SEND HIGHLY CONVINCING EMAILS TARGETING SPECIFIC
INDIVIDUALS WITHIN AN ORGANIZATION.”

SOURCE:


https://www.cisco.com/site/us/en/learn/topics/security/what-is-spear-phishing.html

SOCIAL
ENGINEERING
CAN BE
TECHNICALLY
DEFINED AS
FOLLOWS

“IT IS THE SET OF TACTICS USED TO MANIPULATE,
INFLUENCE, OR DECEIVE A VICTIM INTO DIVULGING
SENSITIVE INFORMATION OR PERFORMING ILL-ADVISED
ACTIONS TO RELEASE PERSONAL AND FINANCIAL
INFORMATION OR HAND OVER CONTROL OVER A
COMPUTER SYSTEM.”

SOURCE:

IN OTHER WORDS, THIS KIND OF PHISHING ATTACK IS NOT
GEARED TOWARDS A LARGE MASS OF PEOPLE, RATHER, IT
IS TARGETED TOWARDS CERTAIN PEOPLE WHO HAVE BEEN
PROFILED.


https://www.proofpoint.com/us/threat-reference/social-engineering

SMISHING CAN
BE TECHNICALLY
DEFINED AS
FOLLOWS

“IT IS A FORM OF PHISHING THAT USES MOBILE PHONES AS
THE ATTACK PLATFORM. THE CRIMINAL EXECUTES THE
ATTACK WITH AN INTENT TO GATHER PERSONAL
INFORMATION, INCLUDING SOCIAL INSURANCE AND/OR
CREDIT CARD NUMBERS.”

SOURCE:

IN OTHER WORDS, IT IS THE PHISHING ATTACK COMES AS
AN SMS MESSAGE ON YOUR SMARTPHONE. SMISHING IS
A COMBINATION OF THE WORDS SMS AND PHISHING.


https://www.trendmicro.com/en_us/what-is/phishing/smishing.html

WEBSITE
SPOOFING CAN
BE TECHNICALLY
DEFINED AS
FOLLOWS

“IT OCCURS WHEN A SCAMMER MIMICS THE WEBSITE OF A
TRUSTED COMPANY WITH THE GOAL OF STEALING
VISITORS' PERSONAL INFORMATION.”

SOURCE:

IN THIS CASE, THE VICTIM IS PRESENTED WITH A URL
THAT LOOKS AUTHENTIC, BUT INSTEAD REDIRECTS THEM
TO A SPOOFED WEBSITE, WHERE THEY ARE CONNED TO
SUBMIT LOGIN CREDENTIALS, OR SUBMIT A PAYMENT TO
AN OFFSHORE BANK ACCOUNT. THIS IS ALSO KNOWN AS
DOMAIN SPOOFING.


https://us.norton.com/blog/malware/website-spoofing

BUSINESS EMAIL
COMPROMISED
(BEC) CAN BE
TECHNICALLY
DEFINED AS
FOLLOWS

“IT 1S A TYPE OF CYBERCRIME WHERE THE SCAMMER USES
EMAIL TO TRICK SOMEONE INTO SENDING MONEY OR DIVULGING
CONFIDENTIAL COMPANY INFO. THE CULPRIT POSES AS A
TRUSTED FIGURE, THEN ASKS FOR A FAKE BILL TO BE PAID OR
FOR SENSITIVE DATA THEY CAN USE IN ANOTHER SCAM.”

SOURCE:
EMAIL-COMPROMISE-BEC

IN THIS KIND OF PHISHING ATTACK, THE VICTIM TENDS TO BE AN
ADMINISTRATIVE ASSISTANT OF EITHER A CEO OR A MEMBER OF
THE FINANCE AND/OR ACCOUNTING DEPARTMENT. THROUGH
SOCIAL ENGINEERING, THE CYBERATTACKER CONVINCES THE
VICTIM TO SEND A LARGE SUM OF MONEY FOR A BUSINESS
PURPOSE. OR, AN EMAIL CAN ALSO BE SENT WITH A FAKE
INVOICE PROMPTING PAYMENT.


https://www.microsoft.com/en-us/security/business/security-101/what-is-business-

HOW TECH IMPACIS PHISHING

TO CHANGE SUBJECTS A LITTLE BIT, AS YOU ALL MIGHT BE AWARE OF, ARTIFICIAL
INTELLIGENCE, ALSO KNOWN AS Al, HAS BEE MAKING A HUGE SPLASH IN THE
PAST COUPLE OF YEARS.

A LOT OF THIS HAS BEEN CATALYZED BY THE EXPLOSION OF CHATGPT, AND OF
COURSE, ALL OF THOSE EXTREMELY SOPHISTICATED Al PROCESSORS THAT NVIDIA
IS BUILDING.

A TECHNICAL DEFINITION OF Al IS AS FOLLOWS:

“Al, IS TECHNOLOGY THAT ENABLES COMPUTERS AND MACHINES TO SIMULATE
HUMAN INTELLIGENCE AND PROBLEM-SOLVING CAPABILITIES."
SOURCE:

PUT ANOTHER WAY, AN Al MODEL TRIES TO REPLICATE THE REASONING AND
THINKING POWERS OF THE HUMAN BRAIN IN ORDER TO CREATE AN ANSWER, OR
AN OUTPUT, TO SPECIFIC TASK THAT IT HAS BEEN ASSIGNED.


https://www.ibm.com/topics/artificial-intelligence

WHAT ABOUT THE
BRAIN?

Truthfully speaking, we are only really understanding .000000005% of the
human brain, at best. We will never understand it fully.

Therefore, you need to look at Al with a strong sense of caution. All it is really
in the end, is the proverbial “Garbage In and Garbage Out”.

Meaning, it computes the output based solely upon the datasets that are fed
into it. This is illustrated in the next slide.



Datasets Al Algorithm

AS YOU CAN SEE, THE DATASETS ARE FED INTO THE Al MODEL, THE
ALGORITHM THEN PROCESSES IT, AND FROM THERE, COMPUTES THE OUTPUT.

THERE ARE MANY SUB FIELDS IN Al TODAY, SUCH AS THOSE OF NEURAL
NETWORKS, MACHINE LEARNING, COMPUTER VISION, NATURAL LANGUAGE
PROCESSING, LARGE LANGUAGE MODELS, ETC.

BUT FOR THE REST OF THIS CLASS, WE WILL FOCUS PRIMARILY ON THAT OF
GENERATIVE Al.



GENERATIVE Al
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by Unknown Author is licensed under

GENERATIVE Al STARTED TO MAKE ITS MARK
IN THE PUBLIC WHEN CHATGPT WAS
LAUNCHED. WHILE MOST OF US HAVE
HEARD ABOUT IT, THERE STILL SEEMS TO BE A
LOT OF CONFUSION AS TO WHAT IT IS.

SO, HERE IS A TECHNICAL DEFINITION OF IT:

“GENERATIVE Al OR GENERATIVE ARTIFICIAL
INTELLIGENCE REFERS TO THE USE OF Al TO
CREATE NEW CONTENT, LIKE TEXT, IMAGES,
MUSIC, AUDIO, AND VIDEOS.”

SOURCE:


https://cloud.google.com/use-cases/generative-ai
https://realworlddatascience.net/careers/posts/2023/05/11/chatgpt-data-science-pt1.html
https://creativecommons.org/licenses/by/3.0/

UNDERSTANDING GENERATIVE Al




GENERATIVE Al CONTINUED:

IN FACT, GENERATIVE Al COMES FROM ALL THE BRANCHES OF Al, MOST NOTABLY THOSE OF
DEEP LEARNING, LARGE LANGUAGE MODELS, AND NATURAL LANGUAGE PROCESSING.

BUT THERE ARE THREE KEY DIFFERENCES BETWEEN THIS AND THE OTHER FORMS OF Al;

IT CAN CREATE ORIGINAL CONTENT FOR THE OUTPUTS.

RATHER THAN JUST ONE TYPE OF OUTPUT BEING CREATED, THERE ARE DIFFERENT KINDS
THAT CAN BE CREATED.

GENERATIVE Al MAKES USE OF PROMPT ENGINEERING. THIS IS WHERE YOU HAVE TO TYPE
IN CERTAIN KEYWORDS IN ORDER TO GET THE OUTPUTS THAT WILL ANSWER YOUR QUERY.
THIS IS THE TOTAL OPPOSITE OF GOOGLE, WHERE YOU AFTER TYPING IN KEYWORDS, YOU
ONLY GET A LIST OF RESOURCES YOU CAN USE TO HELP ANSWER YOUR QUESTIONS.



WHILE THERE ARE MANY ADVANTAGES AND BENEFITS TO USING
GENERATIVE Al, IT ALSO BE USED FOR THE “DARK SIDE” AS WELL.
HERE ARE SOME EXAMPLES OF IT:

DATA OVERFLOW

WEB APPLICATION ATTACKS

MISUSE OF DATA STORAGE/DATA EXFILTRATION
DATA PRIVACY/COMPLIANCE

SYNTHETIC DATA
MODEL POISONING
CONTENT ALTERATION

NOVICES LAUNCHING PHISHING ATTACKS

While it is out of the scope of this class to go through each one of these misuses of
Generative Al, we will examine the one that is most prevalent today, which is Deepfakes.



UNDERSTANDING DEEPFAKES

An Example of a Deepfake

A TECHNICAL DEFINITION OF DEEPFAKES IS AS
FOLLOWS:

“A DEEPFAKE IS AN ARTIFICIAL IMAGE OR VIDEO
(A SERIES OF IMAGES) GENERATED BY A SPECIAL
KIND OF MACHINE LEARNING CALLED “DEEP”
LEARNING.”

SOURCE: HTTPS://SECURITY.VIRGINIA.EDU/DEEPFAKES

AN EXAMPLE OF A DEEPFAKE IS WHEN A
PICTURE OF A REAL PERSON IS SUBSTITUTED
WITH A FAKE ONE, CREATED BY GENERATIVE Al.


https://security.virginia.edu/deepfakes

UNDERSTANDING DEEPFAKES CONTINUED

An Example of a Phishing
EARLIER IN THIS CLASS, WE REVIEWED THE email created by ChatGPT

CLUES AS TO WHAT MAKES A PHISHING EMAIL
STAND OUT.

BUT WITH GENERATIVE Al, ESPECIALLY THAT OF
CHATGPT, A CYBERATTACKER CAN CREATE THE
CONTENT FOR A PHISHING EMAIL THAT TOTALLY
DOES AWAY WITH THESE CLUES.

AS A RESULT, IT IS EVEN MORE DIFFICULT TO
TELL WHAT IS FAKE AND WHAT IS NOT.

SOURCE:


https://blog.knowbe4.com/hackers-work-around-chatgpt-malicious-content-restrictions-to-create-phishing-email-content

HOW CAN YOU DEFEND YOURSELF AGAINST PHISHING
ATTACKS?

THE KEY POINT TO BE REMEMBERED HERE IS THAT NO BUSINESS OR INDIVIDUAL IS 100%
IMMUNE FROM A CYBERATTACK. THE ONLY THING THAT YOU CAN DO IS LEARN HOW TO
MITIGATE THAT RISK FROM HAPPENING TO YOU.

IF YOU DO GOOGLE SEARCH, YOU CAN FIND MANY TIPS AND POINTERS ON HOW TO MITIGATE
THIS RISK. WE HAVE ALSO PUBLISHED A NEWSLETTER THAT WILL GIVE YOU ALL THESE TIPS
THAT YOU CAN TAKE. EACH ONE OF YOU WILL RECEIVE A COPY OF THIS NEWSLETTER AFTER
THE CLASS IS OVER.

BUT, FOR PURPOSES OF THIS CLASS, KEEP IN MIND ALL THE TELLTALE CLUES OF A PHISHING
EMAIL THAT WE REVIEWED EARLIER.



HOW CAN YOU DEFEND YOURSELF AGAINST PHISHING
ATTACKS CONTINUED

BUT WITH GENERATIVE Al, IT WILL BE USED A LOT MORE TO CREATE PHISHING EMAILS.
THUS, AS WAS DISCUSSED, IT WILL BE EVEN MORE DIFFICULT TO DETECT A PHISHING EMAIL.
KEEP IN MIND THOUGH, THAT WHEN A TOOL LIKE CHATGPT IS USED, IT IS FAR FROM PERFECT.

THERE WILL ALWAYS BE SOME CLUE LEFT BEHIND IN THE EMAIL MESSAGE THAT WILL SHOW IT
IS PHISHING-BASED.

THE TRICK HERE IS TO ALWAYS TRUST YOUR GUT. |F SOMETHING ABOUT THE EMAIL MESSAGE
DOES NOT FEEL RIGHT, TAKE A VERY CLOSE LOOK AT IT. |F YOU STILL HAVE FURTHER DOUBTS
ABOUT IT, FORWARD IT ON TO YOUR IT DEPARTMENT OR THE FINANCIAL INSTITUTION WHERE
YOU BANK AT AND/OR HAVE YOUR INVESTMENTS.

THE CARDINAL RULE IS TO SIMPLY JUST DELETE IT. OR, EVEN BETTER, JUST MARK IT AS
“SPAM”, SO YOU WON'T GET THE SAME MESSAGE AGAIN.



STEPS BUSINESSES NEED TO TAKE

But, if you are a business owner or a CISO of a company, there are further steps that you will need
to take in order to fortify your lines of defenses to further mitigate against the risks of Generative
Al phishing emails from coming through. Some steps you can take are:

Make use of a Next Generation
Firewall. This is one of the most
sophisticated tools that you can
use in your arsenal, as it is
designed to filter out rogue
network traffic that is Generative
Al based.

Make use of Contextual Based
Defenses. This functionality can
analyze network traffic at a much
deeper and more granular level.

Try to have your all your IT and
Network Infrastructure based in the
Cloud, using something like
Microsoft Azure. With this, you
have tools already available to
help defend against Generative Al
attacks.

Whatever network security tools
you have in place, make sure that
they are upgraded with the latest
software patches and upgrades.
Always make sure that they are
optimized at all times.

under

by Unknown Author is licensed


https://www.flickr.com/photos/mikemacmarketing/36038688651
https://creativecommons.org/licenses/by/3.0/

THANK
YOU

THIS CONCLUDES OUR COURSE. | AM ALWAYS AVAILABLE IF YOU EVER NEED
HELP WITH ANYTHING ON THIS TOPIC OR HAVE FURTHER QUESTIONS.

THE BEST WAY TO GET ME IS VIA EMAIL, WHICH IS:
RAVINDRA.DAS@HARPERCOLLEGE.EDU

This Photo by Unknown Author is licensed under CC BY-SA



http://www.privateinternetaccess.com/blog/what-is-phishing-and-how-do-i-prevent-it/
https://creativecommons.org/licenses/by-sa/3.0/
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