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Cyber resilience for prevention and response

Primary 

Environment

Backup 

Environment

Primary Environment - Prevention Backup Environment - Response

Cybersecurity vendors for Firewalls, Email 

Gateways, Endpoint Security (e.g. EDR) 

Druva solutions including our platform 

security and add-on services
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Foundational 
ransomware 
protection
All workloads
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Data integrity

Risk: Some backups are vulnerable to 
ransomware

Reason: Ransomware needs two 
things to execute: 

1. Persistent environment 
2. File system

Many backup solutions provide both

Solution:

Druva is only connected to the 
network very briefly during backup, 
so there is no persistent environment.

We use object-based storage, so 
there is no file system. 
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Zero trust architecture

Risk: Ransomware can use 
compromised credentials to access 
and delete backups

Reason: Same credentials used for 
both primary and backup 
environments

Solution:

Druva requires separate account 
access and multi-factor 
authentication to access the backup 
environment

Mgmt Console

Bastion

Cloud Ops

Endpoints

Multi-Factor Admin

VPN connection

Envelope 
Encryption

Amazon S3

Amazon 
DynamoDB

Amazon 
EC2

Other Svcs
Customer backup 

sources
TLS



Industry standards and certifications

Continuous PEN-Test(s) by 3rd Parties & customers

Coalfire, Bishop Fox, Cobalt.io 

Open Vulnerability Disclosure Policy

https://www.druva.com/disclosure-policy/
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https://www.druva.com/disclosure-policy/


Accelerated Ransomware Recovery

CONTAINIDENTIFY RECOVER

Quarantine

Prevent Malware Spread

Unusual Data Activity: 

Identify anomalous data sets

Curated Recovery

Recover Clean & Uninfected Data



Security 
Posture and 
Observability

• Unusual Data Activity Monitoring

• Access Insights

• Deletion Rollbacks

• SIEM Integration

• Risk Dashboard (Roadmap)



Accelerated 
Ransomware 
Recovery

• Malicious File Scan

• Quarantine

• Curated Snapshots



Curated Snapshot: 

Saves time and data 

Curated Recovery 

v1 v2 v2 v3 v3 v4 v5File-1

v1 v1 v1 v2File-2

v1 v2 v2 v3

v1

File-4

Daily

Snapshot M T W Th Fr Sa Su M

File-5

File-3 v1 v2 v3

Automatically finds the most 

recent clean version of each 

file and adds it to a single 

“golden snapshot”
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v3

v1

File-1
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File-4 v3

File-5
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Druva Receives Cyber Catalyst 

Designation for Outstanding Product 

Security and Ability to Combat 

Ransomware
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Cyber Resiliency and Ransomware Protection 

API integrations with security solutions

Trust Certifications

Data Integrity 
& Availability

Operational 
Security

Protect

It’s simple to keep your backup data safe. 
No hardware, software, manual updates, 
or complex configurations.

Posture & 
Observability

Continuous 
Monitoring

Prepare

Get a centralized view of all your security 
posture and data risks so you can be ready 
for cyber attacks. 

Accelerated 
Recovery

Recover

Forensics

Automate the process of recovering clean 
and complete data sets so you can get back 
to normal. 
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Thank you
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